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ABSTRACT

Many network attadks forge the source addressin their 1P padkets to block tracebad. Recantly, research activity
has focused on @acket-tracing mecdhanisms to counter this deception. Unfortunately, these medhanisms are ather
too expensive or ineffective ajainst distributed attacks where traffic comes from multiple directions, and the
volume in each directionis snall.

We believe that the fundamental solution to the problem of source aldress forging is to validate source
addresss throughout the network. We have developed a source aldressfiltering protocol that establishes and
maintains valid incoming interface information on source aldresses at each router, thus alowing al padkets
carying improper source addresses to be immediately identified. Our protocol works correctly in the presence of
asymmetric routing. We will describe the protocol that gathers the information to validate source aldresses and wse
simulation to demonstrate that it is effedive and has reasonable wsts.
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1 INTRODUCTION

Attackers commonly forge source addresses to hinder tracing o their malicious padets. Examples include DDoS
attadks [32], smurf attadks [31], and TCP SYN flooding attacks [24]. Reliably detecting the attadker is hard
becaise standard routers canna verify that a padet was indeed sent by the node spedfied inits source aldress.

£

Periphery filtering is widely used to validate source aldresses [12]. A

periphery router ensures that a padket leaving its domain has a source aldress [ )
from inside the domain, and a padket entering has one from outside; but ’
unless periphery filtering is deployed everywhere, nealy arbitrary forgery is ﬁ@ %

still posshle. For example, in Figure 1 an attadker in retwork S, can send O : router with periphery filtering

. . : router without periphery filterin
padkets into network S, with source aldressfrom network S, even though O peripney ?
Figure 1: Periphery filtering

both A and B support periphery filtering.



A router can chedk a packet’s incoming interface' with forwarding-table-based filtering [1], where apadket is
expected to arrive throughthe same interface that is used to send packets back to the source. Unfortunately, this
does not work when asymmetry exists. If the incoming interface for an addressis different from the outgoing
interfacefor that address valid padkets from that addresswill be dropped. For instance, if routing between A and B
in Figure 1 is asymmetric, padkets from network S, will be dropped by router B. Accordingto [17], a path through
the Internet in 1995visited at different cities in each drection 5% of the time, and dfferent autonomous systems
30% of the time. Asymmetry in the Internet is common, nd exceptional, so filtering must account for it.

One goproach to the problem of IP spodfingis tracing. Since source addresses are unreliable, tracing requires
expensive and complicated techniques to observe traffic as they pass through routers and remnstruct a padet’s
travel path at the end. Tracing also becomes ineffedive when the volume of attack traffic is small or the attadk is
distributed. Moreover, tracingis typicaly performed after an attadk is detected, and perhaps the victim has aready
been damaged. Sincetracing wsually already needs to add rew functionalities to routers to observe or mark traffic,
we believe the most valuable functionality to add is one that will directly prevent IP spodfing.

We propase incoming-table-based filtering to filter padkets that carry forged source aldresses. In this
approad, a router on the Internet builds an incoming table that specifies the crred incoming interfacefor a given
source aldress even with asymmetric routing present. When a padket arrives on an interface, a router can consult
itsincoming table to determine whether this padet comes from the proper direction.

Apart from |P spoofing prevention, source aldressvalidation has many other advantages. Attad tracing tools
can use the knowledge of address validation and routers that perform it to narrow the possble sources of an attad.
Intrusion detection and retwork problem diagnosis can also be simplified. Services that rely on acarate source
addresses (congestion control, fair queuing, source-based traffic control schemes) aso profit. Reverse path
forwarding (RPF can be more effective; multicasting protocols that use RPF to build reverse shortest-path
multicagting trees (such asDVMRP [8], CBT [2] and PIM [9]) can thus buil d true shortest-path trees.

This paper describes a protocol used to build and maintain an incoming table and the philosophy underlying the
design. We cdl this protocol the source address validity enforcement protocol (SAVE). It can be deployed on
routers running dfferent routing protocols with ressonable wst. The protocol is described in Section 2. Sedion 3

discusses advanced isaues, including compatibility with legacy routers, soft state maintenance, overhead control,

* Incoming and outgoing interfaces of arouter can be physical network interfaces identified with a link-layer address or logical network interfaces identified
with aunique IP address.
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and interadion of filtering with some specia cases, such as mobile IP and IP multicast. Sedion 4 presents
simulation results on the costs of running the protocol and demongtrations of its efficag/, and Section 5 discusses

related work. Future work is discussed in Section 6, and we @nclude in Section 7.

2 THE DESIGN OF THE SAVE PROTOCOL

2.1 Overview

The goal of the SAVE protocol is to buld a table at eat participating router that indicates the router’s proper
incoming interface for packets from all sources. The router will use padket source aldresses to index the table,
dropping padkets that come in oninterfaces not matching the table entries.

One might think that buil ding an incoming table is conceptually the reverse of building a forwarding table, and
thus a minor ateration to existing routing protocols, but actually the tasks prove very different. SAVE neels a
greater knowledge of other routers’ behavior than standard routing protocols require. Figure 2 shows an example.
After route calculation, router 1 knaws that there are two equal-cost paths from router 6 to itself. If router 1 oy
has knowledge of its neighborhoad, it cannot determine the incoming interface for padets from 6 which could be
arbitrarily far away. Router 1 needs to knov how 6 bregks routing ties. Asauming 6 prefers the lower address 1
still needs to determine which path from 6 to 1 starts with a router of lower address. In Figure 2 (@), a packet from
6to larrivesvia3; andin (b), dueto adifferencein the upstream topology, it arrivesvia 2.

SAVE builds the incoming table at ead router in a distributed fashion,

using information in a router’s forwarding table to signal to ather routers the v\ /
proper padket paths. SAVE must determine which paths other routers have 0 ? C;)
chosen to reach all destinations. Eadh router sends SAVE updates to all © - ? R
destinations in its forwarding table, sending a new update when routing to a O

destination is changed. SAVE updstes traverse the same paths as normal |P @ ®)

Figure 2: An example topology with two
. . . . equal-cost paths
padkets traverse. Each router in the path records the incoming interface used

by the SAVE update @ the legitimate interface for packets from upstream routers. Once al routers have sent such
SAVE updatesto all their destinations, each router will have acomplete set of legitimate sources for each incoming

interface Thisinformation can be used to build an incoming table.



Merely keeping a list of interfaces and corresponding addresses is insufficient. If routing changes ater a
source/destination peth at an intermediate router, the source router might not change its next hopinterface, so that
router will not generate SAV E updates for its address pace Organizing SAVE's information in an incoming tree
solves this problem. The tree structure stores the upstream router’s address gace as a descendent of the
intermediate router's address Pace, so a change in intermediate router’s interface attomatically changes the
upstream router’s interface. For example, in Figure 2 router 7 delivers packets to router 1 through router 6, so
changing the delivery path for padkets from router 6 to router 1 also changes the delivery path from router 7 to
router 1, even though router 7 has nat changed its routing information. By using a tree for 1's information, where
7's address paceisthe child of 6's address pace, the update that changes the interfaceused for router 6's address
spacewill aso change theinterface used for 7's address gace.

Sinceall of the Internet’s multiple routing protocols produce aforwarding table, we avoid developing multiple
versions of SAVE by working with the common forwarding table. Topology factors like hoce or link failure and
routing pdicies are automatically handled by underlying routing protocols. SAVE extracts its update information
from each router’ s forwarding table, and any changes to the forwarding table trigger new SAV E updates.

Deployment of SAV E-enabled routers will be incremental, so new routers must coexist with legacy routers. A
neighboring legacy router will not help establish the incoming table of a SAVE-enabled router, except by
forwarding control messages that can be treded as | P padkets. SAVE is designed with this constraint in mind.

Ultimately, this protocol must work at Internet scde. Like routing grotocols, the scding factors are related to
IP address space size and number of routers that must run the protocol. This paper analyzes the basic scaling costs
of the SAVE protocol. A future version of the protocol will further improve SAVE's saability through more
address pace aggregation. Similarly, sincethe purpaose of this protocol isto defeat attadks, the protocol itself must
be secure from attacks to dffer any benefit. We do not discuss gaurity issuesin detail here, but touch uponthem in

the future work sedion.

2.2 Protocol Description

In this section we describe the SAV E protocol. Weillustrate the formation and adjustment of the incoming tree and
the creation of the incoming table & arouter. We dso describe the generation of SAV E updates at origin routers

and their handling at intermediary routers. The structure of the protocol is outlined in Figure 3.



2.2.1 Asuumptions incoming table | | forwarding table
A

For ease of understanding and dscussion, we make the save L
updates incoming (ﬁ%
following assumptions. Assumption (a) and (b) list only the P tree SAVEupdte generator ==9-
SAVE
updates

properties of a router required by SAVE, separating eath

SAVE update handling at
intermediary router —>

router from the specific routing protocols that it runs.

Asaumption (c), (d) and (e) are not mandatory and their SAVE protocol

relaxation will be discus=d later. (In particular, we will Figure 3: Thearchitedure of the SAVE protocol

addresscompatibil ity with legacy routersin Section 3.1, reliability in Section 3.2, and security in Section 6.)

(a) Each router has a forwarding table with ead entry in the form <prefix, out_if> that specifies out_if as the
outgoing interface for a particular addressspace prefix.

(b) Each router is associated with a source address pace; padkets from this spacereach the outside world via this
router. (Note: this router is not necessarily the first hop to reach outside; for example, the default exit border
router of an autonomous system (AS) can regard the whae AS as its urce aldress pace. We asaume that
an independent procedure exists for determining source aldress spaces.)

(c) Every router runsthe SAV E protocol.

(d) SAV E updates between routers are reliable; they are never erroneous, lost, dudicated or out of order.

(e) SAV E updates between routers are seaure.

2.2.2 Generation of SAVE Updates Procedure: SAVE update generation at router R.

SAVE updates are generated when the system is 1 &: the adress pace aciated with router R

2 [Initialization]

initiglized and when changes in a router's forwarding reset the state of ead forwarding entry e: state (€) — todo
table occur (Figure 4). A state is assgned to each | 3 |terate through the forwarding table

4 loopfor ead forwarding entry e <S, out_if>
forwarding entry: a newly added or updated forwarding | 5 if (state(e) istodo)

6 compose SAVE update F:
entry is &t to state todo and a processed ore is set to F —<S ASV=<S>, a=1>

7 send F out along interfaceout_if
state done. A router’s SAVE updates are generated by | 8 state(e) — dore

9 goto loop

iterating throughits forwarding table. A SAVE update
Figure 4: SAVE update generation procedure

is created for eadh forwarding entry <S out_if> in the

todostate and sent out along out_if towards Sinside an |P datagram. (The handling o aremoved forwarding entry

will be aldressed in Section 3.2)



Table1: A partial snapshot of forwarding tablesat routersin Figure 5 and
the corresponding SAVE updates

* | | <*, <S>, 1> |
| <S, <S>, 1> |
| <§, <S>, 1> |
| <*, <S>, 1> |
| |

iAB
lor
iCB
iDF

<*, <S>, 1>

iEF
[ <S,, <S>, 1>
iFE
iFB

mm OO W >

<SE, <SF>, 1>

<*, <S>, 1>

S
Figure 5: An exampletopology used in S
SAVE protocol description *

A SAVE update mntains a destination address gace S, an address space vetor ASV, and aflag a. Theflag a
indicates whether more information shoud be gpended to the update dong its way toward the destination (to be
discussed in Section 2.24). When a SAVE updite is initiated, its ASV only contains one element(] the source
address gace associated with the origin router.

Table 1 illustrates the SAVE updite generation for the topoogy shown in Figure 5. This topology has $x
routers A throughF, ead having an associated address spaceS, throughS,, respedively. i, denotes the interfaceof
X that has a direct link with router Y (X or Y=A, B, C, D, E, F). Sincludes§ and S. Table 1 shows a partia

snapshot of forwarding tables that are relevant to reaching F and the crresponding SAV E upadates.

2.2.3 Incoming TreeCreation andMaintenarce

The incoming tree & a router maintains the information about valid interfacefor every source aldress It has
two aspects. (1) Each node on an incoming tree represents an address gace. On router R's incoming treg a node
for addressspace A will be achild of anode for address gace B if padets from A must crossB to read R; the root
of the tree is the source address gace of R. For a given node on the tree, its path to the root corresponds to a
sequence of address paces crossed to reach R. (2) Each nock on the tree maps to an incoming interface. All nodes
of asub-treedirectly under theroot will be associated with the same incoming interface

An incoming table can be easily constructed from an incomingtree. Nodes with same interface may be further
aggregated. The table's data structure can also be designed to adieve the best efficiency for validating source
addresses of padets.

Eadh SAVE update cariesan ASV: <S,, S, ..., S>. When thisupdate isreceived at router R, its ASV indicates
that packets from address aceS (i=1, 2 ..., n-1) will crossS,,, S,,, ..., and S, and perhaps other address aces

+17 Si+2)

after S, toreach R.



A SAVE updete dtersarouter’stree(Figure 6). Its | procedure: Incoming treeupdate & router R

(=Y

ASV is parsed in reverse. If the last ASV element S, Sk : the aldress pace aciated with router R

2 U:anewly receved SAVE update
does not exist in the incoming tree it will be grafted U=<S ASV, a>, where ASV=<S,, S, ..., S>
iface the incoming interfacethat U arrives on

3
directly uncer the root; if the arrent interfacebound | 4 subtre&X) :asub-treeof theincoming treerooted at X

with S is not F’s incoming interface, the S, sub-tree 2 ][' nit(i_alizaic_’rg gh_e t;eehasonlythe root representing S
or (i « ni>0;i-

7 if (S doesnot exist inthe incomingtreg

8

will be remapped to the new interface and grafted urder it (i=n)

. . 9 graft § under the root
the root. Any other element of ASV, S (i#n), andits | 1p aswciate S with iface
11 else
whole sub-tree is grafted under previously processed | 12 graft S under S
13 dse
element S,,. Figure 7 shows the incoming tree for | 14 if (i=n)
15 if (iface# the arrent interface associated with §)
router Fin Figure 5. 16 graft subtreg(S) under the root
17 change association of S to iface
. 18 else
2.2.4 Handing d SAVEupddaes 19 graft subtreg(S) diredly under S.1 (if not yet)
20 end

Upon receipt of a SAVE update, in addition to

Figure 6: Incoming tree update with a given SAVE update

updating its incoming tree and incoming table, a router also decides

whether to and hav to forward the update to ather routers. A SAVE i S:I_“

update may be modified before leaving the router. Figure 8 describes % SE(i S .

the handiing of a SAV E update & arouter. s:B sc

SAVE update forwarding Figure 7: Theincoming tree of router F in Figures

Whether or not to forward a SAV E update is determined by cheding the SAVE update’ s destination address
gpace If arouter is the last hopto reach al machines represented by the destination address gace of the SAVE
update, it does not forward the update. Otherwise, the next hop is determined from the local forwarding table.

To ensure that the forwarding d the update cvers al routes that IP packets use to read the update's
destination address pace, the forwarding table is sarched for related entries. There ae two types of related
forwarding entries: the subset type and the superset type. A subset-type entry’s destination field is a sub-area of
the update's destination address space (line 7 in Figure 8); a superset-type entry’s destination field is an address
space overing the whole destination address gace (line 21 in Figure 8). When forwarding an IP padket toward
anywhere in the destination address space, the subset-type forwarding entry will be used first. If the dl subset-type
entries combined cannot cover the whole destination address ace, the smallest superset-type forwarding entry will

also be used (assuming that forwarding of | P padets uses the longest match).
7



Correspording to IP packet forwarding
behavior, the SAVE update is forwarded as
follows. For each subset-type entry, a SAVE
update is nt toward the indicated sub-area of
the destination address space (lines 17 in
Figure 8), and its destination address paceis
replaced with the sub-area address space
Furthermore, if the combination of all the first
type entries does not cover the whole
destination address ace the smallest
superset-type forwarding entry will  be
usedd] a SAVE update is ent aong the
interface specified by this entry and the
origind  destination address gace is
unchanged (line 22in Figure 8). Thus arouter
forwards one or multiple mpies of a SAVE
update.

M odification of SAV E update

Procedure: SAVE update handing at intermediary router R.

A WNPEP

7
8

9

10
11
12
13
14
15
16
17
18
19

20
21

S :the adress pace asociated with router R
U : anewly receéved SAVE update
U=<&, ASV, a>, where ASV=<S,, S, ..., S> (k=1)

if (router R isthelast hopto read al the machinesin S.)
return

if (S,0(S0S0...0S)) I* replacedle SAVE update */
return

if (a=1)
ASV —<ASV, S>/* append S;; now ASV=<S§, S, ..., §, S>*/

Define set E={forwarding entry e | e = <S,,, out_if>&& S, 0 S}
Define an empty address pace S
for every e in E /* inform all the sub-areas*/
if (@a=1)
if (state(e) isdone)
a0
else
state (e) ~ done
a-1
U, - <§,,ASV,a>
forward U, along ougoing interfaceout_if,
S~ sOs,
end loop

if (S#§)/* wedon't entirely cover S, with sub-areas */
find forwarding entry e <S,, out_if '>where §,-00 S, such that,

if thereisanather e : <S,, out_if >where §;0 §,, then §.00 S,

22

if (eisfound)
forward U along ougoing interfaceout_if '

Figure 8: The handling of a SAVE update

A router must append its own source address ace to the ASV of a SAV E update whenever the appending flag

a of the update is set to 1 (line 6 in Figure 8). The ASV thus records an ardered continuows sequence of address

spaces crossed; such order determines the relative position d these aldressspaces on an incomingtree

Overhead control of SAVE updates

If arouter appends its source aldress spaceto a SAVE updhte, it is unrecessary to initiate another update

toward the same destination. Both updates would be treated the same by downstream routers.

But it is not always necessary to append a router’s urce aldress ace to a SAVE update. While arouter’s

incoming treeshould record all the aldress paces that a SAV E update has crossed, the update’s ASV is allowed to

be apartial list of them, provided: (1) the rest are wntained in other updates already initiated by any routers

upstream; (2) combining all these updates will still provide the full sequence of the aldress gpace aossed. So,
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when handing a newly receved SAVE update, if an intermediate router has previoudy initiated another SAVE
update toward the same destination, the aldress spaces to cross after this router are dready recorded in all
downstream routers. The router therefore marks the new SAV E update to be no longer appendable by dowvnstream
routers (by zeroing itsflag aasin line 11 to 12of Figure 8).

Overhead can be further reduced by not forwarding replaceable SAV E updates. A SAVE updbteis replaceable
by the router if each address aeinits ASV isinside the router’s ource aldress space. The source address space
in SAVE updktes initiated by this router already covers the aldress gaces carried by the replaceable update, thus

this update should be consumed by the router (lines 3to 4 d Figure 8).

2.2.5 Conflicting SAVE Updaes

If arouter forwards multiple mpies of a SAV E update (see Section 2.2.4 above), ancther router may receive
several of them from different directions, but it must use only ore of them to update its incoming treeregarding the
common address gaces caried by these wpies. In Figure 9, router R forwards two copies of the update F, ore
toward r, the other toward R. The latter is further forwarded from Rto r. Finaly, with two copies of F, r must

dedde which oreto usefor the area aossed prior to A.

. . . ! ding:
When forwarding multiple copies of a SAVE update, RSFO
a router cdculates a priority for each copy, assigning a F=<D,..> 1 Dy
priority py, assigning @ o
higher priority if the update is forwarded using a more A'sForwarding: "0
D | 1
d [ 2

specific forwarding entry. Router r in Figure 9 will thus

Figure 9: Conflicting SAV E updates at router r
use the higher priority update from the solid path.

3 ADVANCED ISSUES
SAVE nedls to handle compatibility with legacy routers, incoming tree state maintenance, and overheal control.

Mobile IP and IP multicasting also need spedal handling. We discuss security issues and deployment in Section 6.

3.1 Compatibility with Legacy Routers

Compatibility with legacy routers plays an important role in designing SAV E. The incoming interfaceinformation
must still be @rrect when legacy routers are present. This requires that a SAVE update be forwarded correctly

even acrosslegacy routers. Furthermore, SAV E needs to account for addressspaces of legacy routers.



Eadh SAVE updateis carried inside an | P padket, where the destination address of the encgpsulating | P header
must belong to the destination address space of the update. When a legacy router receives a SAV E updhte, it will
simply treat it as an ordinary |P padket and forward it to next hop. We ae investigating the case in which multiple
copies of a SAVE updite aeto be forwarded.

Legacy routers also complicate the maintenance of incoming trees. Since alegacy router will not send ou
triggered SAV E updates when its routing path to a destination is changed, the incoming tree at downstream routers
will not be updated promptly. Periodic resending d SAV E updates from upstream SAV E-enabled routers lves
this problem. This matches the soft-state maintenancein SAV E (Section 3.2).

Finally, if the source address pace of alegacy router is nat included in the source aldress pace of a SAVE-
enabled router, it is not be reported, and thus is not known to any incoming table. Thus, a SAV E-enabled router
cannot easly distinguish legacy router source aldresses from forged addresses. A SAVE-enabled router can
discard nornrexistent | P addresses by checking againgt its forwarding table or by utilizing out-of-band information.
If the IP address exists, it can switch to forwarding-table-based filtering for them. This approach will drop
legitimate packets from legacy routers if the routing is asymmetric, but will properly handle many cases. We will

further investigate the issue in our future work.

3.2 Soft State Maintenance

Eadh nodE' s incoming tree is treated as ft state, and it can expire unlessreinstated with repeated SAV E updates.
Use of soft state simplifies the protocol design by automatically discarding obsolete information without the need
for specific notificaion. When aforwarding entry is removed, it is not necessary to explicitly repair the incoming
tree. Similarly it smoothly handles SAV E updates caused by transient routing behavior and asynchronaous delivery
of SAVE updates. Soft state also solves the problem of handing routing changes when SAV E updates cross legacy
routers (seeSection 3.1).

Overhead control of soft state refreshing messages is not particular to this reseach and hes been studied
elsewhere. Scalabletimers[25] and anew proposal for RSV P refreshes [30] bath addressthis problem.

Finally, soft state handles reliability issues. It has been shown that a probabilistic delivery model with relaxed
reliability is siitable for soft-state-based communication, where judicious use of feedbadk from receivers greatly

improves state wnsistency [20].
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3.3 Overhead Control With Two-Level Routing Infrastructure

The SAVE protocol has threetypes of overhead: bandwidth cost, processing owerhead, and storage. The number of
SAVE updates snt by a router is proportional to the size of its forwarding table. Controlling SAVE update
overhead was discussed in Sedion 2.2.4. The design there matches the two-level routing infrastructure of the
Internet. Since dl padkets from an AS to the outside must cross a border router, and the whole AS space is the
source aldress gace of the border router, those SAV E updates from within an AS are al replaceable and will not
le&k to the outside throughthis border router. In the other direction, the SAV E updates from outside an AS nedl to

be distributed into the AS. We are investigating the aygregation d these updates.

3.4 Spedal CaseHandling
3.4.1 MobilelP

Mobile IP often relies on maintaining the home address of a given mobile host regardless of its location [18].
A padket from a mobile host will aways carry its home |IP address With source address filtering enforced,
however, such padkets would be rejeced whenever the maobile host is outside of its home network, since generally
they use different path to the destination from the remainder of that home network.

Reverse tunneling for Mobile IPv4 has been proposed [16], by which a packet from a mobile host in aforeign
network will be tunneled badk to its home agent first, which then forwards the packet to the destination. In 1Pv6, a
padket from a mobile host in aforeign network will be stamped with a care-of address, an address belonging to the

foreign network. Both approadhes resolve the potential conflicts between addressfilteringand mobile IP.

3.4.2 IP Multicast routing

IP multicast can benefit from the SAV E protocol. Multicast routing protocols such as DVMRP [8], PIM [9], or
CBT [2] use a reverse-path-forwarding technique to buld a reverse shortest-path tree When building a
multicasting tree a SAV E-enabled router can take advantage of having an incoming table. It can determine the
previous hopof the truly shortest path from the root to itself, not the reverse shortest path using RPF.

Uponreaeipt of a multicast padet, arouter can be in ore of the two phases regarding the padet: the packet is
being sent towards the root where it will be further propagated towards the whole multicast group, o the packet is
being propagated from the roct. In the former situation, the router should validate whether the multicast packet is

from the sender. In the latter situation, the source address of the root should be validated, the same way as it does
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for unicast padkets. In DVMRP, theroat is the sender; in CBT, theroot isthe @re router of the multicast group; in

PIM, it isthe rendezvous point of amulticast group when a shared tree is used, and the sender otherwise.

4 SIMULATION
4.1 Simulation Goals

The SAVE protocol has been implemented and tested in a simulation environment. We have performed extensive
simulation runs to dbtain the foll owing information: (1) whether all bad packets (i.e. packets with forged source
addresses) can be successfully deteaed and dropped; (2) whether good padkets (i.e. packets with authentic source

addresses) are dropped erroneoudly; and (3) the st of the SAV E protocol.

4.2 Simulation Design

In our simulation we asume that all routers run the incoming-table-based filtering. Corresponding to the two-level
routing infrastructure of the Internet, we ssimulated BGP [21] for inter-domain routing and RIP [15] for intra-
domain routing. Our BGP simulation implements the following pdlicy as recommended by Cisco [14]:

* Eadh router in atransit domain runs BGP. A border router in astub domain runs both BGP and RIP.

* Stub domains are nontransit domains, whether single-homed or multi-homed.

* In ead stub danain, there is one preferred exit BGP router for outgoing traffic. All outgoing traffic will use this

router even if alternative routes have lower link cost to some destinations.

* Inatransit domain, the router prefers the routes with the shortest AS path attribute for eadh destination.
We used the transit-stub model from GT-1TM software to generate domain-level conrectivity and intra-domain
conrectivity [6]. We dso used the AT&T Worldnet |P badkbore topology for a transit domain in some scenarios

[11]. Datatrafficin ou simulationis UDP and generated acarding to Poison traffic models.

4.3 SIMULATION RESULTSAND ANALYSIS
4.3.1 EffedivenessVerification

To verify the effectiveness of the SAVE protocol, we set up a traffic model for data packet senders. Each
sender sends out both goa padkets and bad padkets controlled by two independent Poisson rocesses with dfferent
rates. If the incoming-table-based filtering is effective, we expect that the distribution pettern of filtered padets

over time will match the traffic model of sending bad padkets. Sincethe asymmetric case is common in Internet-
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scde routing, we dso include some asymmetric routes in our simulations. Asymmetric /\
routes could be introduced by link failure, or aready exist in the initial topologies asin QO G‘
_ OO
Figure 10. 0]
The foll owing two experiments illustrates the behavior of SAVE: Figure 10: Topology in
Experiment 1
Experimentl: We evaluated the behavior of incoming- ¢
é 70 A link failure link recovery
based-filtering for the topology shown in Figure 10. All 2 o0
O 504
packets are sent from node 6 to 5, with bad packets % ‘3‘2
spoding a source aldress in router 1's address gpace g fﬂ
0 T T T T
There is an asymmetric route between noce 5 and 6. When 0 20 40 60 80 100

the link between 1 and 4 fails, node O discovers the
alternate path to 5 a 2. Thus an asymmetric route is
changed to a symmetric one. On recvery, routing

bemmes asymmetric again.

time (sec)

Vertica bars below the graph mark bad packets that are detected
and dropped; vertical bars above the graph mark good packets that
are incorrectly dropped.

Figure 11: Filtering behavior in Experimentl

The result is down in Figure 11. Incoming-table-based filtering detects and drops all bad packets. Good

padkets that arrive on asymmetric links are not dropped while the routing is gable. When a link has failed or

recvered, transient changes in routing tables result in inconsistency of incoming tables. Some good @adkets are

dropped duingthat period (67 to 72seconds).

Experiment 2: In this experiment we evaluate the
behavior of the filtering mechanism for the topology shown
in Figure 12 without link failures. The topology consists of
one transit domain and 12 stub domains. All padets are
sent from nodes 62, 66 and 70 to nade 72, where bad
padkets spod source aldresses from the aldress gace of
router 1. An asymmetric route is formed between node 70
and 72since 56is the default exit router for domain 12.

The result is hown in Figure 13. It demonstrates that

incoming-table-based filtering detects and dops al bad

O RpProwe O pgopRPrower < adamain

A topology generated using transit-stub model, except domain Oin
the middle borrows from the AT& T Worldnet |P backbone

Figure 12: Topology in Experiment2

padkets, even though they are generated from multiple sources. No good ackets are dropped.
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packets are not shown.)
table and treein SAV E and the routing table in routing protocols.

The total bandwidth cost of the protocol has two parts: (1) static overhead for initia setup; and (2) dynamic
overhead for updating the incoming table and treein SAV E and the routing table in routing protocols.

Figure 14 shows the static bandwidth cost in single-domain topologies for SAVE and RIP. Figure 15 shows the
static bandwidth cost for multiple-domain topologies, where we measured the inter-domain bandwidth cost of
SAVE and compared it with that of BGP. Ten different topol ogies were tested for each topology size

Both graphs how that the st of the SAV E protocol is a power function of the number of nodes, proportional
to Num_Nodes‘where 2<k<3. Bandwidth cost within a single domain is comparable to the RIP cost, while the st
of running the SAV E protocol in multiple-domain networks is approximately threetimes greater than BGP cost.

To measure dynamic overhead, we introduced link failures in the same topdogies used to measure the static
cost. We observed that the incurred bandwidth cost by SAVE varies depending onthe topology and location of
failed links. In some scenarios SAV E has lower cost than BGP, whilein athersit is at most threetimes larger.

Figure 16 and Figure 17 show the size of the incoming table and treefor single-domain and multiple-domain

topologies, respedively. Figure 16 shows the cost of SAVE incurred for storing intra-domain information. Figure
14
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Figure 16: Storage st for single-domain topologies Figure 17: Storage st for multiple-domain topologies

17 shows only the st incurred for storing comain-level information. These costs are compared with the size of
the routing tables of RIP and BGP. The storage st of SAVE for single-domain topologies is at most three times

larger than RIP's. The storage st of SAV E for multiple-domain topologies is significantly lower than BGP's.

5 RELATED WORK

Research on retwork seaurity has focused on end-to-end approaches, typically through authentication and
encryption (IPsec is one representative at the IP layer [13]). To guarantee apacket’s authenticity, it can be signed
or encrypted. The high computation overhead of cryptographic operations prevents such approaches from being
widely employed per packet. These operations also require key establishment for every pair of communicating
nodes on the Internet. Finaly, this approac till cannot prevent a site from being flooded by DDoS-style attadks.

IP spoofing has been addressed in ather research through bdh preventive gproaches and reactive gproades.
Filteringis apreventive gproach. Tradngis mostly readive.

Filtering as a general approach has been proposed in [1], where many fields, including kut not limited to source
address can be used for filtering. Martian addressfiltering is required to discard padets if their source addresses

are specia addresses (loopbadk address broadcast address, etc.) or are not unicast addresses. For validation of
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source aldressin general, the forwarding table is used to validate the incoming interfaceof padets. Thisfeatureis
often dsabled by default, because it leads to erroneous padket dropping when asymmetric paths are used.

A popdar filtering approach is periphery filtering that can be deployed ona firewall as well as an edge router
[12). But unlessit is deployed everywhere, an attacker can still easily forge source addresses, as $iown in Figure 1.

Padet tradng hes been widely studied. The various approaches have their own strengths and weaknesses. In
Bellovin's approach, each router samples padkets with low probability and sends the sampled router adjacency
information to the destination via ICMP traceback messages, alowing the destination to reconstruct the path [3].
Probabilistic packet marking encodes the path information in the ID field of an IP header [23]. This approach is
incompatible with |Psec, which disallows modificaion o the ID field. Logging and link testing can also be used
for tracing [5][26]. As pointed ou in the introduction section, tracing is either expensive or ineffective. On the
other hand, our filtering approach and tracing tedhniques are mmplementary. Source aldress filtering eases
tracing, while tracingis also necessary when only partial deployment of filtering is possible.

Network intrusion detection hes also studied how to localize an attacker. For instance, DECIDUOUS
dynamically builds IPsec seaurity associations to reveal the location d attadking sources[7]. However, to do thisa

victim running DECIDUOUS must detect the intrusion first; network topdogy information is also required.

6 FUTURE WORK
Open issues for the SAVE protocol include its ®aurity, aggregating SAV E updates, incremental deployment of

new filtering-based routers, and incorporating this filtering mechanism with other networking techniques.

The SAVE protocol itself must be secured or attadkers will merely compromise it first before taking other
steps to perform their attacks. In particular, the process of building the incoming tree at ead router must be
proteded. SAVE updates must be protected while aossng a chain of routers. End-to-end encryption provides
seaeqy and integrity of SAVE updates, but it inhibits intermediary routers from aacessing, modifying, and using
transient SAVE updates. An dternative isto use aseries of signaturesl] digitally signing a SAVE update and re-
signing its subsequent versions to all ow a destination router to verify a SAV E update’ s authenticity, as has been
suggested by active network reseachers for their own pupaoses [29]. Any authentication-based approach must
address the fact that there is no ubiquitous authentication medhanism for the whaole Internet. Since a SAV E updite

may traverse different autonomous domains, something must be dore to provide inter-domain authentication.
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Overhead control deserves further study. The aygregation d SAV E updates arriving a arouter is one potential
solution. The aldress pace vedor in a SAV E update, for instance, may be further aggregated. The storage of the
incoming tree and incoming table can aso be saved with address gace @gregation.

Incremental deployment of SAVE is anather open issue. One interesting problem is how to asessthe benefit
with partial deployment. For instance, in contrast to randam deployment, if all badkbone routers employ filtering,
the efficacy appears more promising.

A new network protocol will be more successful if it can be smoothly incorporated with other networking
tedhniques. We have shown SAVE's compatibility with mobile IP and IP multicasting, bu there ae still other
arenas to consider. For instance, |P tunneling complicates ©ource aldressvalidation in two ways. First, the true
source aldress of apadet is buried inside awrapping |P header that contains the source address of the ingressof a
tunrel. Source aldressfiltering could verify that the IP addressof the ingressis legitimate, but could not generally
determine if the true internal source aldress was legitimate. Second, legitimate padets that emerge from a tunnel
may be dropped dwe to deviation from a normal path caused by tunreling. P source routing is similar to IP
tunreling in that a padket may also reach its destination via a different path than normal [10] [19]. SAVE aso
seeks to work with new developments in packet routing reseach, such as the per-hop tkehavior in dff erentiated

services [4], multipath routing [27], and multi-protocol |abel switching (MPLS) [22].

7 CONCLUSION

Network attacks pose an increasing danger to the Internet community. The source aldresses of malicious padkets
are often forged to hinder discovery of the dtadker. Existing methods of overcoming this problem (periphery
filtering, filtering based on forwarding tables, or various tracing tedniques that discover the physica path o
malicious padkets) all have limitations in their cost or effectiveness In this paper we present a pradical and
effedive gproach to deted improperly addressed padkets.

We developed the SAV E protocol to enable routers to check source aldress validity. This protocol handles
cases of asymmetric routing correctly. We demonstrated through simulation that the incoming table built by the
protocol properly detects forged IP addresses, except during transient periods foll owing routing changes. The

incoming table produced by the SAVE protocol can be used for purposes other than filtering. Valid incoming
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interfaceinformationis also beneficial for many techniques (such as RPF) that currently assume symmetric routing
and forward packets on non-optimal routes.

The SAVE protocol's operationis independent of the underlying routing protocol. Simulation results dow that
the bandwidth cost of the SAV E protocol is comparable with that of routing protocols, and its storage st is quite
small. Known gptimizations could reduce this overhead in the future.

We have addressed many difficult issues for this kind of protocol, such as handling mohile IP, reliability, and
some aspects of aggregation and scaling. Other hard issues will be aldressed in future work, including partia

deployment, seaurity of the protocol, and more aggressive aggregation to provide better scaing properties.
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APPENDIX A: COST COMPARISON BETWEEN SAVE AND RIP

Consider a network of N routers where every router has k neighbors. Let ES,, be the entry size of a routing table.
Every RIP router periodically broadcasts updates to all k neighbas. The size of every update is propationa to N.

Total bandwidth cost per broadcast per router is Bwct® . =k*N*ES,,. We @dame that for every topdogy

change there is a probability p, that it will affect a given entry in arouting table. The dhange of this routing entry
triggers updates to all k neighbors. Total bandwidth consumed by all triggered updates per topology change is

BWCRP = p,*k* N*ES,,. |hestorage cost per router is SC® = N* ES,, -

In SAVE, each router generates a SAVE update for every forwarding table entry and sends it towards the
destination. Let U, denote the size of address space information within a SAVE update, and d be the mean

diameter of the network. Every SAVE updite is forwarded d hops on the average, and every router on the path

appends its address paceto the update. Total bandwidth consumed per router is gywcste - U,d*(d+3*N WwWe
roadcast 2 *

asaume that every routing table change affects the corresponding entry in the forwarding table and triggers SAVE

updetes. The total incurred bandwidth per router is thus BWCHYE =

P.*U,*d*(d+3*N = | et ES, . and ES,.
2

denate the size of an entry in an incoming table andtree The storage st per router is Scs*'& = N* (ES, e + ESince).
The ratio of bandwidth cost of the SAVE protocol vs. bandwidth cost of RIP for both broadcast and triggered

upcetesis rpwc= d;fijz);UA :O(dT:) . The storage cost ratio of SAVE vs. RIPis ggc- (ESSAVEE;ESREE) .

APPENDIX B: COST COMPARISON BETWEEN SAVE AND BGP

Let A dencte the total number of ASs on the Internet, M the mean AS distance (in terms of the number of ASs), and
N, the total number of networks. We assume that the networks are uniformly distributed amongthe ASs, and every

BGP router peers with k other BGP routers.
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For BGP cost evauation, we use the discussion in [28]. After the initidl BGP conrection setup, the peers
exchange a omplete set of routing information, and ead BGP update groups N,/A NLRI entries for every AS.
Eadh BGP router sends routing information about all N, networks. Denote ES, , the sizeof aNLRI entry in aBGP
routing table, and ES, the size of the AS-PATH attribute. The aerage size of a BGP update is thus

BWCE = (N, /A*ES, . +M*ES.- The complete routing information consists of A such updates. The total bandwidth
used during the setup phase per router is BWCS =k* (N, * ESyn +M* A*ES,) - We asaume that for every topology

change there is a probability p, that it will affect a given entry in arouting table. The average bandwidth cost per

topology change for each router is BWE® =p * N, *k*(ES,,+M*ESy. The storage st for ead BGP router is

hange~ Pe
SC =k*N,, * (ESn +M*ESy) -

We mmpare the bandwidth cost of inter-domain SAVE updates with the cost of BGP upcdates. Let D denote
the mean inter-domain distancein terms of the number of hops. At initialization, every border router sends a SAVE
updkte to eadh destination network in its forwarding table. Let U, denote the size of address space informationin a
SAVE update. Every updite, onthe average, travels D hops before it reaches the destination network®, and every

router on the path appends its address ace information to the update. The total bandwidth used by a router for the

initial setupis therefore gyycsave = Ny *U,*D*(D+3)  |f every routing change leads to a change in the forwarding
etu| 2

table, the bandwidth of trigged SAVE updates per topalogy change is g = P” Ny *D*(D+3*U,  Since a
ange 2

SAVE router stores the incoming table andtreeat the AS level, the storage st of SAVE is sCAe= A* (ES, e+ ESpen) -

The bandwidth cost during setup of SAVE relativeto BGPis RCBW,, = N, *U,*D*(D+3) o N, * D? ) The
oMk (N *ESum tM*AYES) KX (N, +M* AT
bandwidth cost in the change phase of SAVE relative to BGP is RCBW,, = N, *D*(D+3)*U, —o( D2 X The
" N *k* (ESum *M*ESg) k¥ M
storage st of SAVE relativeto BGPis Rsce A(ESuwetESwd  _o A .

T k*Ny * (ESum *M*ES,) k¥ Ny*M

? Note that once the update reaches the destination network it still needs to be distributed to all interior routers. Thisincurs some bandwidth cost. Let n bethe
number of interior routers and d the average distance from them to the border router, then there will be alditional U,* n* d* (d+3)/2 bandwidth consumed for
each SAV E update that reaches the border router. Since we ae cdculating pure inter-domain cost of SAV E, we do not include this additional cost here.
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