Lecture 5

Page 1

CS 239, Spring 2002

Miscellaneous Topics in

Cryptograph y

CS 239

Securityfor S ystem Software

April 19,2000

Lecture 5

Page 2

CS 239, Spring 2002

Outline

¯ More on RSA and asymmetric crypto

¯ Digital signatures

¯ Digital hashes

¯ Cr yptographic APIs

¯ Ke yrecover ys ystems

Lecture 5

Page 3

CS 239, Spring 2002

Using RSA

¯ Public ke yc onsists of t wo numbers, e and n

¯ Private ke yconsists of one number, d

¯ C = m e mod n

¯ m = C d mod n

¯ Works equall ywell in reverse

Lecture 5

Page 4

CS 239, Spring 2002

Securityof RSA

¯ Conjectured that securit ydepends on factoring large numbers

˘ But never proven

˘ Some variants proven equivalent to factoring problem

¯ Probablythe conjecture is correct

Lecture 5

Page 5

CS 239, Spring 2002

Attacks on Factoring RSA Keys

¯ In 1994, a 129 bit RSA keywas successfullyfactored

˘ 1600 computers, several months

¯ Recent paper (fall 2001) on integer factorization suggests keys up to 2048 bits maybe insecure

¯ Size will keep increasing

¯ The longer the key, the more expensive the encryption and decryption

Lecture 5

Page 6

CS 239, Spring 2002

Comparison of DES and RSA

¯ DES is much more complex

¯ However, DES uses onlysimple arithmetic, logic, and table lookup

¯ RSA uses exponentiation to verylarge powers

˘ Computationally1000 times more expensive in hardware

˘ 100 times in software

¯ Ke yselection also more expensive

Lecture 5

Page 7

CS 239, Spring 2002

Combined Use of S ymmetric and

Asymmetric Cr yp tograph y

¯ Verycommon to use both in a single session

¯ As ymmetric cryptograph yessentiallyused to ^bootstrap~ symmetric cr ypto

¯ Use RSA to authenticate and establish a session key

¯ Use DES/Triple DES/AES using session keyfor the rest of the transmission

Lecture 5

Page 8

CS 239, Spring 2002

Other Common Asymmetric

Crypto Algorithms

¯ ElGamal

˘ Based on calculating discrete logarithms in a finite field

¯ DSA

˘ Also based on discrete logarithms

¯ Ultimatel y, cracking discrete log algorithms also boils down t o factoring

Lecture 5

Page 9

CS 239, Spring 2002

Elliptic Curve - Based Algorithms

¯ Typicallyvariants of discrete logarithm algorithms

¯ Conjectured that theymaybe more secure

˘ Allowing a shorter keylen gth

¯ Techniques used to factor in traditional algorithms don´t work on elliptic curve algorithms

¯ So far, no known ^replacement~ techniques have been discovered for elliptic curves

Lecture 5

Page 10

CS 239, Spring 2002

Asymmetric Cr yp tograph yand

Crypto S ystems

¯ As ymmetric cryptograph y(i n the large) is highl ydependent on supporting s ystem

¯ Particular a ke yinfrastructure

¯ We´ll discuss those in more detail later

Lecture 5

Page 11

CS 239, Spring 2002

Digital Signature Algorith ms

¯ In s ome cases, secrec yisn´t required

¯ But authentication is

¯ The data must be guaranteed to be that which was originall ysent

¯ Especiall yimportant for data that is long - lived

Lecture 5

Page 12

CS 239, Spring 2002

Desirable Properties of Digital

Signatures

¯ Unforgeable

¯ Verifiable

¯ Non - repudiable

¯ Cheap to compute and verif y

¯ Non - reusable

¯ No reliance on trusted authority

¯ Signed document is unchangeable

Lecture 5

Page 13

CS 239, Spring 2002

Encryption and Digital

Signatures

¯ Digital signature methods are based on encr yption

¯ Encr yption can be used as a signature

Lecture 5

Page 14

CS 239, Spring 2002

Signatures With Shared Key

Encryption

¯ Requires a trusted third party

¯ Signer encrypts document with secret ke yshared with third party

¯ Receiver checks validityof signature b yconsulting with trusted third party

¯ Third part yrequired so receiver can´t forge the signature

Lecture 5

Page 15

CS 239, Spring 2002

Signatures With PublicKey

Cryptograph y

¯ Signer encrypts document with his private key

¯ Receiver checks validityb ydecrypting with signer´s public key

¯ Onlysigner has the private ke y

˘ So no trusted third partyrequired

¯ But receiver must be certain that he has the right public key

Lecture 5

Page 16

CS 239, Spring 2002

Problems With Simple

Encryption Approach

¯ Computationallyexpensive

˘ Especiall ywith public ke ya pproach

¯ Document is encrypted

˘ Must be decrypted for use

˘ If in regular use, must store encr ypted and decr ypted versions

Lecture 5

Page 17

CS 239, Spring 2002

Secure Hash Algorithms

¯ A method of protecting data from modification

¯ Doesn´t actuall yprevent modification

¯ But gives strong evidence that modification did or didn´t occur

¯ Typicall yused with digital signatures

Lecture 5

Page 18

CS 239, Spring 2002

Idea Behind Secure Hashes

¯ Applya one - wa ycr yptographic function to data in question

¯ Producing a much shorter result

¯ Attach the cryptographic hash to the data before sending

¯ When necessar y, repeat the function on the data and compare to the hash value

Lecture 5

Page 19

CS 239, Spring 2002

Secure Hash Algorithm (SHA)

¯ Endorsed byNIST

¯ But produced bythe NSA . . .

¯ Reduces input data of up to 2 64 bits to

160 bit digest

¯ Doesn´t require secret ke y

¯ Generallyfelt to be reasonabl ysecure

Lecture 5

Page 20

CS 239, Spring 2002

Use of CryptographicHashes

¯ Must assume opponent also has hashing function

¯ And it doesn´t use secret key

¯ So opponent can substitute a different message with a different hash

¯ Howt o prevent this?

Lecture 5

Page 21

CS 239, Spring 2002

Hashing and Signatures

¯ Use a digital signature algorithm to sign the hash

¯ But whynot just sign the whole message, instead?

¯ Computing the hash and signing it maybe faster than signing the document

¯ Receiver need onlystore document plus hash

Lecture 5

Page 22

CS 239, Spring 2002

The BirthdayAttack

¯ How man ypeople must be in a room for the chances to be greater than even that two of them share a birthday?

¯ Answer is 23

¯ The same principle can be used to attack hash algorithms

Lecture 5

Page 23

CS 239, Spring 2002

Using the BirthdayAttack on

Hashes

¯ For a given document, find a different document that has the effect you want

¯ Triviallyalter the second document so that it hashes to the same value as the target document

˘ Using an exhaustive attack

Lecture 5

Page 24

CS 239, Spring 2002

How Hard Is the Birthday

Attack?

¯ Depends on the length of the hash

˘ And the qualit yof the hashing algorithm

¯ Essentiall y, looking for hashing collisions

¯ So long hashes are good

˘ SHA produces 2 80 random hashes

Lecture 5

Page 25

CS 239, Spring 2002

Cryptographic Application

Programming Interfaces

¯ Programs that require cryptographic securit yshould not be written for one particular algorithm

¯ The yshould use general methods to interface with cr yptograph y

¯ Which leads to the need for cr yptographic APIs

Lecture 5

Page 26

CS 239, Spring 2002

Some Example CAPIs

¯ NSA CAPI

¯ X/Open Generic Cryptographic Services

API

¯ RSA Labs Cryptoki

¯ HP IC F

¯ Microsoft CryptoAPI

¯ GSS - API

¯ GCS - API

Lecture 5

Page 27

CS 239, Spring 2002

Issues in Designing CAPIs

¯ Level of cr yptographic awareness

¯ Algorithm independence

¯ Application independence

¯ Other typical APIissues

¯ Other typical securityissues

Lecture 5

Page 28

CS 239, Spring 2002

Cryptographic Awareness

¯ General purpose applications should merely call cryptographic services

˘ Knowing nothing of their specifics

¯ Special purpose applications must be cryptographicallyaware

˘ E.g., certificate authorityapplications

˘ Can theyalso benefit from CAPIs ?

Lecture 5

Page 29

CS 239, Spring 2002

GSS - API

¯ Generic Securit yServices API

¯ Supports cryptographicall yunaware applications

¯ High level interface to authentication, integrit y, non - repudiation, and confidentialityservices

Lecture 5

Page 30

CS 239, Spring 2002

Microsoft CryptoAPI

¯ Supports cryptographicall yaware applications

¯ Utilizing both hardware and soft ware cr yptographic modules

˘ Cr yptographic Service Providers

¯ More application control over algorithms, ke ys, modes of operation

Lecture 5

Page 31

CS 239, Spring 2002

Legal and Political Issues in

Cryptograph y

¯ Cr yptographyis meant to help keep secrets

¯ But should all secrets be kept?

¯ Man ylegal and moral issues

Lecture 5

Page 32

CS 239, Spring 2002

Societal Implications of

Cryptograph y

¯ Criminals can conceal communications from the police

¯ Citizens can conceal taxable income from the government

¯ Terrorists can conceal their activities from governments trying to stop them

Lecture 5

Page 33

CS 239, Spring 2002

Problems With Controlling

Cryptograph y

¯ Essentiall y, it´s mostl yalgor ithms

¯ If you knowthe algorithm, you can have a working cop yeasil y

¯ At which point, you can conceal your secrets from an ybod y

˘ To the strength the algorithm provides

Lecture 5

Page 34

CS 239, Spring 2002

Governmental Responses to

Cryptograph y

¯ The yvar ywidel y

¯ Some nations require government approval to use cr yptography

¯ Some nations have no laws governing it at all

¯ The US laws on the subject are particularlyrelevant

Lecture 5

Page 35

CS 239, Spring 2002

The US Government Position on

Cryptograph y

¯ All forms of cr yptograph ya re legal to use in the US

¯ BUT

˘ Some restrictions on exporting cr yptograph yto other countries

¯ The NSA also has tried to keep a lid on cr yptographic research

Lecture 5

Page 36

CS 239, Spring 2002

US Restrictions on

Cryptographic Exports

¯ Rules changed in 2000

¯ Greatl yliberalizing cr yptogr aphic exports

¯ Almost all cryptograph yis e xportable

¯ Exception is for government use bya handful of countries

˘ Those the US government currentl y doesn´t like

Lecture 5

Page 37

CS 239, Spring 2002

Cryptographic Source Code and

Free Speech

¯ US government took Phil

Zimmermann to court over PGP

¯ Court ruled that he had a free - speech right to publish PGP source

¯ Eventuall y, appeals courts also found in favor of Zimmermann

Lecture 5

Page 38

CS 239, Spring 2002

Other Nations and Cryptograph y

¯ Generally, most nations have few or no restrictions on cryptograph y

¯ A group of treatysignatories have export restrictions similar to US´s

¯ Some have strong restrictions

˘ China, Russia, Vietnam, a few others

¯ A few have laws on domestic use of crypto

˘ E.g., Australia, UK, India have laws that demand decryption with court order

Lecture 5

Page 39

CS 239, Spring 2002

Efficacyof These Restrictions

¯ The world´s full of bright programmers

¯ And the algorithms are publicl y available almost an ywhere

¯ So the US regulations don´t work, right?

¯ Wrong!

Lecture 5

Page 40

CS 239, Spring 2002

KeyRecover yCr yptosystems

¯ An attempt to balance:

˘ Legitimate societal securityneeds

¯ Requiring strong encryption

˘ And legitimate governmental and law enforcement needs

¯ Requiring access to data

¯ How can you have strong encryption and still satisfygovernments?

Lecture 5

Page 41

CS 239, Spring 2002

Idea Behind KeyRecovery

¯ Use encryption algorithms that are highly secure against cryptanalysis

¯ But with mechanisms that allow legitimate law enforcement agencyto:

˘ Obtain an yke ywith sufficient legal authority

˘ Very, veryquickly

˘ Without the owner knowing

Lecture 5

Page 42

CS 239, Spring 2002

Proper Use of Data Recovery

Methods

¯ All encrypted transmissions (or saved data) must have keyrecover ymethods applied

¯ Basically, the user must cooperate

˘ Or his encryption s ystem must force him to cooperate

˘ Which implies everyone must use this form of cryptos ystem

Lecture 5

Page 43

CS 239, Spring 2002

Methods to Implement

KeyRecover y

¯ Ke yregistr ymethod

˘ Register all ke ys before use

¯ Data field recoverymethod

˘ Basically, keep ke yin specially encr ypted form in each message

˘ With special mechanisms toget ke y out of the message

Lecture 5

Page 44

CS 239, Spring 2002

Problems With Ke y

RecoveryS ystems

¯ Requires trusted infrastructures

¯ Requires cooperation (forced or voluntary) of all users

¯ Requires more trust in authorities than man ypeople have

¯ International issues

¯ Performance and/or securitypro blems with actual algorithms

Lecture 5

Page 45

CS 239, Spring 2002

The Current Status of Key

RecoveryS ystems

¯ Prett ymuch dead

¯ US tried to convince everyone to use them

˘ Skipjack algorithm, Clipper chip

¯ Ver yfe wagreed

¯ US is moving on to other approaches to dealing with cr yptography