Lecture 2

Page 1

CS 239, Spring 2002

SecurityGoals, Threats, and

Principles

CS 239

Securityfor S ystem Software

Peter Reiher

April 3, 2002

Lecture 2

Page 2

CS 239, Spring 2002

Basic Securit yPrinciples

¯ Terms and concepts

¯ Mechanisms

Lecture 2

Page 3

CS 239, Spring 2002

Securityand Protection

¯ Security is a policy

˘ E.g., ^no unauthorized user may access this file~

¯ Protection is a mechanism

˘ E.g., ^the s ystem checks user identity against access permissions~

¯ Protection mechanisms implement security policies

Lecture 2

Page 4

CS 239, Spring 2002

Design Principles for

Secure S ystems

¯ Economy

¯ Complete mediation

¯ Open design

¯ Separation of privileges

¯ Least privilege

¯ Least common mechanism

¯ Acceptability

¯ Fail - safe defaults

Lecture 2

Page 5

CS 239, Spring 2002

Economyin Securit yDesign

¯ Economical to develop

˘ And to use

˘ And to verify

¯ Should add little or no overhead

¯ Should do onl ywhat needs to be done

¯ Generally, tr yto keep it simple and small

Lecture 2

Page 6

CS 239, Spring 2002

Complete Mediation

¯ Applysecurit yon ever yaccess to a protected object

˘ E.g., each read of a file, not just the open

¯ Also involves checking access on ever ything that could be attacked

Lecture 2

Page 7

CS 239, Spring 2002

Open Design

¯ Don´t relyon ^securitythrough obscuritỹ

¯ Assume all potential attackers know ever ything about the design

˘ And completelyunderstand it

¯ This doesn´t mean publish everything important about your securitys ystem

˘ Though sometimes that´s a good idea

Lecture 2

Page 8

CS 239, Spring 2002

Separation of Privileges

¯ Provide mechanisms that separate the privileges used for one purpose from those used for another

¯ To allow flexibilityin securit ys ystems

¯ E.g., separate access control on each file

Lecture 2

Page 9

CS 239, Spring 2002

Least Privilege

¯ Give bare minimum access rights required to complete a task

¯ Require another request to perform another type of access

¯ E.g., don´t give write permission to a file if the program onl yasked for read

Lecture 2

Page 10

CS 239, Spring 2002

Least Common Mechanism

¯ Avoid sharing parts of the security mechanism

˘ among different users

˘ among different parts of the s ystem

¯ Coupling leads to possibilities security breaches

Lecture 2

Page 11

CS 239, Spring 2002

Acceptabilit y

¯ Mechanism must be simple to use

¯ Simple enough that people will use it without thinking about it

¯ Must rarel yor never prevent permissible accesses

Lecture 2

Page 12

CS 239, Spring 2002

Fail - Safe Designs

¯ Default to lack of access

¯ So i f something goes wrong or is forgotten or isn´t done, no securityl ost

¯ If important mistakes are made, you´ll find out about them

˘ Without loss of securit y

˘ But if it happens too often . . .

Lecture 2

Page 13

CS 239, Spring 2002

Tools forSecurity

¯ Ph ysical securit y

¯ Access control

¯ Encryption

¯ Authentication

¯ Encapsulation

¯ Intrusion detection

¯ Common sense

Lecture 2

Page 14

CS 239, Spring 2002

Ph ysical Securit y

¯ Lock up your computer

˘ Actuall y, sometimes a good answer

¯ But what about networking?

˘ Networks poke a hole in the locked door

¯ In an ycase, lack of ph ysical security often makes other measures pointless

Lecture 2

Page 15

CS 239, Spring 2002

Access Controls

¯ Onlylet authorized parties access the s ystem

¯ A lot trickier than it sounds

¯ Particularlyin a network environment

¯ Once data is outside your s ystem, how can you continue to control it?

˘ Again, of concern in network environments

Lecture 2

Page 16

CS 239, Spring 2002

Encryption

¯ Algorithms to hide the content of data or communications

¯ Onl ythose knowing a secret can decr ypt the protection

¯ One of the most important tools in computer security

Lecture 2

Page 17

CS 239, Spring 2002

Encryption is Not a Panacea

¯ Encr yption is usuallybreakable

˘ Given enough time and resources

¯ Encr yption can´t protect ever ything

¯ Encr yption is onl yas good as the securit ymeasures that use it

Lecture 2

Page 18

CS 239, Spring 2002

Authentication

¯ Methods of ensuring that someone is who the ysa ythe yare

¯ Vital for access control

¯ But also vital for man yother purposes

¯ Often (but not alwa ys) based on encr yption

Lecture 2

Page 19

CS 239, Spring 2002

Encapsulation

¯ Methods of allowing outsiders limited access to your resources

¯ Let them use or access some things

˘ But not ever ything

¯ Simple, in concept

¯ Extremel ychallenging, in practice

Lecture 2

Page 20

CS 239, Spring 2002

Intrusion Detection

¯ All securitymethods sometimes fail

¯ When theydo, notice that something is wrong

¯ And take steps to correct the problem

¯ Reactive, not preventative

˘ But unrealistic to believe an yprevention is certain

¯ Must be automatic to be reallyuseful

Lecture 2

Page 21

CS 239, Spring 2002

Common Sense

¯ A lot of problems arise because people don´t like to think

¯ The best securityt ools generallyfail if people use them badl y

¯ If the easiest wa yin is to fool people, that´s what attackers will do

Lecture 2

Page 22

CS 239, Spring 2002

The Depressing Truth

¯ Ultimately, computer securityis a losing battle

¯ Nothing will ever work 100%

¯ Nothing will work forever

¯ All your efforts will eventuallybe undone

¯ It´s like housework ˘ doing it doesn´t make the house clean tomorrow, but not doing guarantees the house is dirtytoday

Lecture 2

Page 23

CS 239, Spring 2002

Access Control

¯ Securitycould be easy

˘ If we didn´t want anyone to get access to an ything

¯ The trick is giving access to onlythe right people

¯ How do we ensure that a given resource can onlybe accessed b ythe proper people?

Lecture 2

Page 24

CS 239, Spring 2002

Goals for Access Control

¯ Complete mediation

¯ Least privilege

¯ Useful in a networked environment

¯ Scalabilit y

¯ Cost and usabilit y

Lecture 2

Page 25

CS 239, Spring 2002

Access Control Mechanisms

¯ Directories

¯ Access control lists

¯ Capabilities

¯ Access control matrices

Lecture 2

Page 26

CS 239, Spring 2002

Directories

¯ Each user has a list of the items he can access

˘ With the associated rights

¯ When a user wants to access an item, look it up in his directory

Lecture 2

Page 27

CS 239, Spring 2002

Problems With the Director y

Approach

¯ Per - user directories get verylarge

˘ Overhead and performance problems

¯ Universal revocation of access

¯ Pseudonym problems

¯ Works poorl yin networks

¯ This method is not widel yused

Lecture 2

Page 28

CS 239, Spring 2002

Access Control Lists

¯ Fo r each protectable resource, maintain a single list

¯ Each list entryspecifies a user who can access the resource

˘ And the allowable modes of access

¯ When a user requests access to a resource, check the access control list (ACL)

Lecture 2

Page 29

CS 239, Spring 2002

ACL Objects and Subjects

¯ In ACL terminology, the resources being protected are objects

¯ The entities attempting to access them are subjects

˘ Allowing finer granularityof control than per - user

Lecture 2

Page 30

CS 239, Spring 2002

ACL Example

¯ An operating s ystem example:

˘ Using ACLs to protect a network interface device

¯ User A is allowed to receive from and send to the device

¯ User B ma yonl yreceive from it

¯ User C ma ynot access it

Lecture 2

Page 31

CS 239, Spring 2002

An ACL Protecting a Device

Network

Interface

ACLf or network interface

A

send receive

B receive

C none

User A

User B

User C

receive send denied

Lecture 2

Page 32

CS 239, Spring 2002

Issues for Access Control Lists

¯ Howdo you knowthe requestor is who he sa ys he is?

¯ Howdo you protect the access control list from modification?

¯ Howdo you determine what resources a user can access?

Lecture 2

Page 33

CS 239, Spring 2002

ACLs in Practice

¯ Unix file permissions are a limited form of an ACL

˘ Onlyowner, group, and all can have AC L entries

˘ Onlyread/write/execute controls are available

¯ Other s ystems (like NT) have more general

ACL mechanisms

Lecture 2

Page 34

CS 239, Spring 2002

Pros and Cons of ACLs

+ Eas yto figure out who can access a resource

+ Eas yto revoke or change access permissions

˘ Hard to figure out what a subject can access

˘ Changing access rights requires getting to the object

Lecture 2

Page 35

CS 239, Spring 2002

Capabilities

¯ Each subject keeps a set of data items that specifyhis allowable accesses

¯ Essentiall y, a set of tickets

¯ Possession of the capabilityfor an object implies that access is allowed

Lecture 2

Page 36

CS 239, Spring 2002

Properties of Capabilities

¯ Must be unforgeable

˘ In single machine, keep under control of

OS

˘ What about in a networked system?

¯ In most s ystems, some capabilities allow creation of other capabilities

˘ Process can pass restricted set of capabilities to a subprocess

Lecture 2

Page 37

CS 239, Spring 2002

Capabilities and Domains

¯ The set of objects a subject can access at a given moment is its domain

˘ The subject has a capabilityfor each object in its domain

¯ Domains can be expanded byo btaining new capabilities

¯ New domains can be created for subprocesses

¯ Where do we keep capabilities?

Lecture 2

Page 38

CS 239, Spring 2002

Capabilities Protecting a Device receive

User B

User C

Capabilities for C

Capabilities for A

Network

Send, Receive

Capabilities for B

Network

Receive

Network

Interface

User A

Capability

Checking

Network

Send, Receive

receive

Network

Send, Receive

Check validity of capability

OK!

Lecture 2

Page 39

CS 239, Spring 2002

Capabilities Den ying Access send

send

User B

User C

Capabilities for C

Capabilities for A

Network

Send, Receive

Capabilities for B

Network

Receive

Network

Interface

User A

Capability

Checking

denied

Check validity of capability

No

Capability

Provided!

Lecture 2

Page 40

CS 239, Spring 2002

How Will This Work in a

Network?

User B

User C

Capabilities for C

Capabilities for B

Network

Receive

Capabilities for A

Network

Send, Receive

User A

Capability

Checking

Network

Service

User B

Network

Receive

Network

Send, Receive

How can we tellif it´s a good capability?

Lecture 2

Page 41

CS 239, Spring 2002

Revoking Capabilities

¯ A major challenge in capabilit y s ystems

¯ Several methods available:

1). Search and destroy

2). Invalidation at use

3). Indirection through a token

4). Generation numbers

Lecture 2

Page 42

CS 239, Spring 2002

Revocation B yDestro ying

Capabilities

¯ Find the capability you want to revoke

¯ Destroyit

¯ Eas yi f all capabilities live onl yin s ystem - controlled memor y

¯ But most s ystems allowstor age of capabilities on disk

¯ And what about networked systems?

Lecture 2

Page 43

CS 239, Spring 2002

Revocation B yInvalidation on

Use

¯ Keep a list of revoked capabilities

˘ Usuallyone list per object

¯ When a capabilityis presented for use, check it against the list

¯ Expensive, especiallyif the list is long or complete mediation is used

˘ Not feasible on everyaccess

¯ And what about networked s ystems?

Lecture 2

Page 44

CS 239, Spring 2002

Revocation b yIndirection

Through a Token

¯ Capabilit ypoints to token under s ystem control

¯ Token is set up on first access to object

¯ To revoke access, destroythe token

¯ Adds cost to checking access

¯ Usuall yhard to provide selective revocation

Lecture 2

Page 45

CS 239, Spring 2002

Revocation B yGeneration

Numbers

¯ Store a random number in each capability

¯ Store the same random number with the protected object

¯ On access, check the numbers

¯ To revoke access, change the number

¯ No selective revocation

¯ Requires some control of capabilities

Lecture 2

Page 46

CS 239, Spring 2002

Pros and Cons of Capabilities

+ Eas yto determine what a subject can access

+ Potentiallyfaster than ACLs (in some circumstances)

+ Eas ymodel for transfer of privileges

˘ Hard to determine who can access an object

˘ Requires extra mechanism to allow revocation

˘ In network environment, need cryptographic methods to prevent forgery

Lecture 2

Page 47

CS 239, Spring 2002

ACLs , Capabilities, Complete

Mediation, & Performance

¯ Ideall y, ever ydata access should have access control independentlyapplied

¯ Practicalityof doing so depends on the performance costs

¯ What does it cost to use ACLs ?

˘ Capabilities?

Lecture 2

Page 48

CS 239, Spring 2002

Performance Issues of Access

Control

¯ What if the status of the access control mechanism changed between when last checked and current access?

¯ Common case is nothing changes

¯ Different approaches possible

˘ Actuallycheck changeable data structure on each access

˘ Give process something cheap and revocable that allows access

Lecture 2

Page 49

CS 239, Spring 2002

Access Control and ACLs

¯ The ACLis a list

¯ Initiall y, checking an ACL involves searching a list

¯ For later checks, maintain pointer to list entr y

¯ Be sure that changing the permissions changes what´s pointed to

Lecture 2

Page 50

CS 239, Spring 2002

Access Controls and Capabilities

¯ Attach the capabilit y(or poi nter to it) to each request

¯ Use attached information to determine if current access is permissible

¯ This approach is hard to use with revocation

Lecture 2

Page 51

CS 239, Spring 2002

An Alternate Approach To Using

Capabilities

¯ On first access, use a capabilit yto obtain an access token

˘ Using careful, expensive checks to see if capabilit ywas revoke d

¯ If revocation required, destroythe access token

¯ Can also be done with pointers

Lecture 2

Page 52

CS 239, Spring 2002

Access Control in the Distributed

World

¯ ACLs still wor k OK

˘ Provided you have a global namespace for subjects

¯ Capabilities are more problematic

˘ Their securit yrelies on unforgeability

Lecture 2

Page 53

CS 239, Spring 2002

Using Cryptographic Capabilities

¯ Can cryptograph ymake capabilities unforgeable ?

¯ It can make it impossible to create them from nothing

˘ And onlyusable b ytheir owner

¯ But it can´t make them uncopyable

¯ So cryptographic capabilitys ystems must assume theycan be freelycopied

Lecture 2

Page 54

CS 239, Spring 2002

Access Control Matrices

¯ A ver ygeneral access control concept

¯ In principal, ACLs are a 1 - D list of who is permitted to access one object

¯ And capabilities are a 1 - D list of what one subject can access

¯ Access control matrices are a 2 - D description of access rights

Lecture 2

Page 55

CS 239, Spring 2002

Access Control Matrix Example

Subjects

Objects

File A File B Network Printer

User 1

User 2

Sysadmin

Guest

rw r r

w sr rw rw

rw configure

w sr sr

User 2´s

Capabilities

File B´s

ACL Lecture 2

Page 56

CS 239, Spring 2002

Pros and Cons of Access Control

Matrices

+ Makes all access issues explicit and eas yto find

+ Eas yto tell who can access a resource, and what resources an yone can access

˘ Matrix ver ysparse, so inefficient

˘ Hard to achieve good performance

¯ More important conceptuallythan in implementations

Lecture 2

Page 57

CS 239, Spring 2002

Wh yIs This Important?

¯ Much of securityrelates to allowing some people access to some resources

¯ While preventing the same access to others

¯ Without some method of determining who should access what . . .

You can´t do that