                                          Revere -- Delivering Securit y Updates at

                                          Internet Scale

1

UC LA

R ever e ˙ Di s s emi nati ngS ec
ur i ty

Updates  at I nter net S c
al e

J u n  L i

CS  239

May 29,  2002

2

Revere

Moti vati on

¯ T hr eats  pr opagatequi ckl y thr ough theI nter net

˘ Vir us es ,  wor ms ,  T r oj an hor s es ,  etc.

˘ e. g. ,  Code Redwor m

i n t r odu ct i on RBone    dis s emination    s ecur ity    meas ur ement    conclus ions

Jul 19 6:00 AM      Jul 19 12:00 PM     Jul 19 6:00 PM
Times given are EDT (  GMT ˘ 4:00 )

http://www.cert.org/ad visories/ CA -2001 -23.html       Source incident data for CERT # 36881

# of Unique IP Addresses (cumulative)

IP Addresses Compromised by the ^ CodeRed ~ Worm

(data for July 19, 2001 as reported to the CERT/CC)

0

300000

250000

200000

150000

100000

50000

¯ Cr i ti cal  s ecur i ty i nfothr oughout theI nter net i s

often s tal e

˘ Victims  lack up - to - date knowledge of new thr eats

¯ Wemus t r eact at thes ames peed

3

Revere

                                                                                                                    G

                                                                                                                   oal  of R ever e

¯ T odi s s emi nates ecur i ty updates  thr oughout

theI nter net qui ckl y,  s ecur el y,  andwi th hi gh

as s ur ance

˘ Ear ly - war ning s ignal

˘ Vir us  s ignatur e

˘ I ntr us ion detection event

˘ Cer tificate r evocation lis t

˘ Offending char acter is tics  r ecor dedat fir ewall

˘ S ecur ity patches

˘ .  .  .  .  .  .

i n t r odu ct i on RBone    dis s emination    s ecur ity    meas ur ement    conclus ions

4

Revere

C
hal l enges

¯ F as t

˘ Mus t not be s lower  than the pr opagation of thr eats

¯ S ecur e

˘ Rever e is  atempting tar get for  attacker s

˘ A cor r upted Rever e can be mis us ed or  abus ed

¯ Res ilient

˘ I nter r uption thr eats  by compr omis ednodes , or  any kind of failur e

˘ Cr yptogr aphy does  not as s ur e deliver y

˘ Authenticated acknowledgements  ar e ins ufficient

¯ S calable

˘ Any I nter net hos t is  apotential r ecipient

˘ Node dis connection will be common

i n t r odu ct i on RBone    dis s emination    s ecur ity    meas ur ement    conclus ions

5

Revere

                                                                                                                    S i mpl eT r ans mi s s i on T echni ques

network

i n t r odu ct i on RBone    dis s emination    s ecur ity    meas ur ement    conclus ions

X

¯ Uni cas ti ng

¯ Br oadcas ti ng

¯ F l oodi ng

¯ I P mul ti cas ti ng

6

Revere

Vi r us  S i gnatur eDi s tr i buti on

¯ L et us er s  downl oadfr om awebs i te

¯ S et upacentr al  s er ver

¯ Anaï vepeer - to - peer  appr oach

i n t r odu ct i on RBone    dis s emination    s ecur ity    meas ur ement    conclus ions

                                          Revere -- Delivering Securit y Updates at

                                          Internet Scale

7

Revere

                                                                                                                    AG

                                                                                                                   over nment Pr acti ce

¯ T ypicall y,  a Federal Computer Incident Response Capability

team e - mails  aler ts  toagencies

¯ But when facingthêI  L oveYoũ vir us ,  many

agencies  s hut down their  email s er ver s

¯ T hus ,  phonedandfaxedaler ts  ins tead, oneat atime

˘ What atime - cons umingtedious  pr ocedur e !

¯ After war ds  .  .  .

˘ A completely automated new s ys tem is  des igned that claims  to

handle 96 phone lines  and deliver  800 faxes /hour

˘ T hey als o look into an AM r adio s ys tem for  feder al employees  to

check ever y mor ning

                                                                                                             Diane Frank. ^ One if by phone, two if by fax ,~ Federal Computer Week , September 2000

i n t r odu ct i on RBone    dis s emination    s ecur ity    meas ur ement    conclus ions

8

Revere

S o,  HowWoul dR ever eMeet the

C
hal l enges ?

¯ Non - centr al i zeddel i ver y s tr uctur e

¯ Us er edundancy to s uppor t i nfor mati on

tr ans mi s s i on r es i l i ency

¯ S ecur eboth thedi s s emi nati on

pr ocedur eandthedel i ver y s tr uctur e

intr oduction    R B on e dis s emination    s ecur ity    meas ur ement    conclus ions

9

Revere

                                                                                                                    T heR ever eS ol uti on

¯ Rever ebuilds  over lay networ ks ,

called R B on es ,  on topof the

I nter net

¯ .  .  .  .  andus es  RBonetodeliver

s ecur ity updates

˘ E ver y node can als o for war d updates

˘ Dis connected nodes  will be handled

¯ Runs  at application level

˘ Gr eat flexibility

˘ No changes  to under lying networ k

infr as tr uctur e

˘ I mplemented in Java

˘ Deployment is  eas y

Hardware

layer

Application

layer

i n t r odu ct i on RBone    dis s emination    s ecur ity    meas ur ement    conclus ions

10

Revere

R B one:  AS el f - Or gani z edR es i l i ent

Over l ay Networ k

¯ Redundancy - bas ed

r es il iency

˘ Multiple deliver y paths

¯ T her efor e multiple

par ents

˘ S elect as - dis j oint - as -

pos s ible paths

¯ S elf - or ganized

over lay

˘ E as y j oin

˘ E as y withdr awal

˘ Br oken nodes

˘ Br oken links

intr oduction    R B on e dis s emination    s ecur ity    meas ur ement    conclus ions

X

11

Revere

                                                                                                                    R B oneJoi n Pr ocedur e

¯ S ear ch for  exis tingnodes

˘ Dir ector y s er vice

˘ Multicas t - bas ed expanding - r ing or

expanding - wheel s ear ch

˘ Contact alr eady - known exis ting

nodes

¯ Negotiatetos elect bes t

par ents

˘ Again, multiple par ents  ar e allowed!

¯ T hr ee - way - hands hake

negotiation pr otocol

˘ Recipr ocal s election

Locate

existing

nodes

Process

attach

requ est

Select

par ents

Attach

new

child

Potential

child

Potential

parent

New

child

New

parent
reqackconfirm

intr oduction    R B on e dis s emination    s ecur ity    meas ur ement    conclus ions

12

Revere

Par ent S el ecti on

¯ What par ental  qual i ti es  matter ?

˘ Efficiency:  is  the del iver y viathis  par ent fas t?

˘ Res iliency:  is  the deli ver y viathis  par ent dis j oint wi th other

paths ?

¯ I f not completely dis j oint,  how much is  the over lap?

1 2

3 4

5

intr oduction    R B on e dis s emination    s ecur ity    meas ur ement    conclus ions
x

Internet Scale

13

Revere

                                                                          Par ent S el ecti on ( contd́)

                                                                                    ¯ T hepath vector  of  anode

                                                                                                  ˘ Des cr ibes  the fas tes t path:

                                                                                                                 ¯ L atency

                                                                                                                 ¯ An or der edlis t of nodes  to cr os s

                                                                                                                 ¯ Denotedas  pv ( n )

                                                                                    ¯ T hepath vector  as s oci atedwi th apar ent

                                                                                                  ˘ Des cr ibedthe fas tes t path thr ough the par ent

                                                                                                  ˘ Denotedas
pv

( n , p )

                                                                                    ¯ T her es i l i ency l evel  of anodés  par ent

                                                                                                  ˘ Calculatedby compar ing the path vector  as s ociatedwith the

                                                                                                            par ent and the path vector  of the node

                                                                                intr oduction    R B on e dis s emination    s ecur ity    meas ur ement    conclus ions

14

Revere

Path - Vector - B as edPar ent

S el ecti on Al gor i thm

S uppos enode c i s  deci di ngapotenti al  par ent x

i f ( c has  not r eachedthe maximum number  of par ents )

s elect x ;

el s e i f
pv

(c, x) is  fas ter  than
pv

(c)

s elect x ;

el s e i f r es iliency(x) better  than r es iliency (acur r ent par ent)

s elect x ;

el s e

do not s elect x;

15

Revere

                                                                          R B oneMai ntenance

                                                                                    ¯ Hear tbeat mes s ages

                                                                                                  ˘ T o ver ify node livenes s

                                                                                                  ˘ T o update path info as s ociatedwith ever y par ent

                                                                                                                 ¯ Car r y times tamps

                                                                                                                 ¯ Deal with the br oken par ent,  or  any br oken node on a

path

                                                                                    ¯ E x pl i ci t mes s ages

                                                                                                  ˘ T o tear  down apar ent - childr elations hip

                                                                                    ¯ Cor r upteds ecur i ty updates  al s otr i gger

                                                                                               adj us tment

                                                                                intr oduction    R B on e dis s emination    s ecur ity    meas ur ement    conclus ions

16

Revere

R B onewi th Mul ti pl eDi s s emi nati on

C
enter s

¯ I f anodewants  tohear

fr om multiplecenter s

˘ it j oins  multiple RBones , each

r ooted at adiffer ent center

˘ this  becomes  undes ir able if too

many center s

intr oduction    R B on e dis s emination    s ecur ity    meas ur ement    conclus ions

¯ Buildacomon RBone

r ootedat ar endezvous

˘ E ver y center  deliver s  updates

to the r endez vous

¯ Multipler endezvous

points  can bes et up

17

Revere

                                                                          Di s s emi nati on Pr ocedur e

                                                                                    ¯ Adual  mechani s m

                                                                                                  ˘ Pus hing as  the main methodfor  br oadcas ting s ecur ity

                                                                                                            updates  fr om adis s emination center

                                                                                                  ˘ Pulling as  the s upplementar y methodfor  catching upwi th

                                                                                                            mis s eds ecur ity updates

                                                                                    ¯ S ecur i ty updatefor mat

seqno timestamp payload signature

                                                                                                               type

                                                                                intr oduction    RBone    di s s emi n at i on s ecur ity    meas ur ement    conclus ions

18

Revere

Pus hi ngS ecur i ty Updates

¯ Adapti vetr ans mi s s i on

˘ T CP

˘ UDP

˘ I P multicas t

˘ etc.

¯ Dupl i catechecki ng

˘ Ever y Rever e node

r emember s  the r ange of

his tor ical s equence number s

¯ S ecur i ty checki ng

˘ (Will be addr es s edlater )

intr oduction    RBone    di s s emi n at i on s ecur ity    meas ur ement    conclus ions

Internet Scale

19

Revere

                                                                          Pul l i ngS ecur i ty Updates

                                                                                    ¯ By thetimeadis connectednode

                                                                                               r econnects ,  it may havemis s ed

                                                                                               s omes ecur ity updates

                                                                                                   ˘ Par ents  do not keep old updates

                                                                                                   ˘ Par ents  might no longer  be par ents

                                                                                                   ˘ Retr ans mis s ion by the dis s emination

                                                                                                            center  is  not s calable

                                                                                    ¯ Repos itor y s er ver s

                                                                                                   ˘ Nodes  that keep old s ecur ity updates

                                                                                                   ˘ Us ually maintain s table connection

                                                                                                   ˘ Clients  dir ectly contact thos e s er ver s

                                                                                    ¯ Anewly pulleds ecur ity updateis  als o

                                                                                               for war dedtochildnodes ,  if any

                                                                                intr oduction    RBone    di s s emi n at i on s ecur ity    meas ur ement    conclus ions

20

Revere

S ecur i ty As s umpti ons

¯ Center ś  publickey is  wel lknown

¯ L ar geper centageof nodes  ar ecooper ative

¯ Any nodecouldbecor r upted

˘ T he center  cannot be cor r upted, but its  pr ivate key

could be compr omis ed

¯ Nounifor m s ecur ity s chemetopr otect

node - to - nodecontr ol mes s ages

˘ F or  example,  s ome nodes  may r un the Ker ber os

s er vice to authenticate other  nodes ,  s ome may

employ public - key - bas edauthentication

intr oduction    RBone    dis s emination    s ecu r i t y meas ur ement    conclus ions

21

Revere

                                                                       S ecur i ngtheDi s s emi nati on Pr oces s

                                                                                    ¯ I ntegr i ty of s ecur i ty

                                                                                               updates

                                                                                                  ˘ Adis s emination center

                                                                                                            has  apublic/pr ivate key

                                                                                                            pair

                                                                                                  ˘ Ever y s ecur ity update

                                                                                                            car r ies  adigital s ignatur e

                                                                                                            s ignedby the center

                                                                                    ¯ Avai l abi l i ty of

                                                                                               s ecur i ty updates

                                                                                                  ˘ Redundant deliver y
public
private

                                                                                intr oduction    RBone    dis s emination    s ecu r i t y meas ur ement    conclus ions

22

Revere

C
enter  Key Di s cl os ur e

public
private

intr oduction    RBone    dis s emination    s ecu r i t y meas ur ement    conclus ions

¯ Dis as tr ous  if thepr ivatekey of

acenter  is  dis clos ed

˘ T he publickey mus t be invalidated

¯ Publickey invalidation

˘ S end a key invalidation mes s age

¯ S igned with the dis clos ed pr ivate key

¯ Deliver ed in the s ame way as  updates

˘ E ver y r ecipient ver ifies  the mes s age

with the cur r ent publickey

¯ T hen dis car ds  this  publickey

¯ And s witches  to the new publickey

¯ How s ecur eis  this  method?

˘ Fine, if an attacker  als o dis tr ibutes  key

invalidation mes s ages

˘ Res ilient, s ince it follows  the s ame r outes

as  nor mal s ecur ity updates

X

X

X

X

X

X

X

23

Revere

                                                                          S ecur i ngR B one

                                                                                    ¯ E ver y nodecan enfor ces ever al  di ffer ent

                                                                                               s ecur i ty s chemes

                                                                                                   ˘ Node authentication

                                                                                                   ˘ Mes s age filter ing

                                                                                                   ˘ Etc.  .  .  .

                                                                                    ¯ T hefuncti onal i ty of as peci fi cs ecur i ty

                                                                                               s chemecan beeas i l y pl uggedi n

                                                                                    ¯ Node - to - nodecommuni cati on i s  i ni ti ated

                                                                                               wi th s ecur i ty s chemenegoti ati on

                                                                                intr oduction    RBone    dis s emination    s ecu r i t y meas ur ement    conclus ions

25

Revere

Metr i cs

¯ RBonemaintenancebandwidth

¯ Dis s emination bandwidth

¯ Join bandwidth

¯ Join latency

¯ Dis s emination latency

¯ Dis s emination r es iliency

intr oduction    RBone    dis s emination    s ecur ity    meas u r emen t     conclus ions

Internet Scale

26

Revere

                                                                          Whatś  thechal l enge?

                                                                                    ¯ Rever ei s  al ar ge - s cal edi s tr i buteds ys tem

                                                                                    ¯ E mpi r i cal  ex per i ments  i ncur  pr ohi bi ti vecos t

                                                                                                  ˘ Requir edto obtain,  acces s ,  configur e,  maintain,  andcollect

                                                                                                                 r es ults  fr om mor e than afew hundr edmachines

                                                                                    ¯ S i mul ati on i s  mor es cal abl e,  but

                                                                                                  ˘ Expens ive to develop

                                                                                                  ˘ S low to r un

                                                                                                  ˘ Pos s ibly inaccur ate
(hiden cos ts  and s ubtle timing effects )

& buggy

                                                                                                  ˘ Mus t be validatedagains t r eal s ys tem

                                                                                intr oduction    RBone    dis s emination    s ecur ity    meas u r emen t     conclus ions

27

Revere

T hêOver l oadi ng̃ Appr oach

¯ Aphys ical machine

is  over loadedwith

multiple( vir tual)

Rever enodes

¯ E ach Rever enode

r uns  ther eal

s oftwar e

¯ Achieves  lar ger

s calability us ing

multiplemachines

1
1

1

1

1

1

1

1

1

3
3

3

3

3
3

3

3

2 2 2

intr oduction    RBone    dis s emination    s ecur ity    meas u r emen t     conclus ions

Jun Li, Peter Reiher, Gerald Popek, Mark Yarvis , and Geoffrey Kuenning . ^ An approach to measuring

large - scale distributed systems ,~ TestCom 2002 , Berlin, Germany, March 2002.

29

Revere

                                                                          Meas ur ement E nvi r onment

                                                                                    ¯ Ates tbedof 10 machi nes

                                                                                                   ˘ Over loadedwith up to 3, 000 Rever e nodes

                                                                                    ¯ T opol ogy

                                                                                                   ˘ GT - I T Mtopology gener ator

                                                                                                   ˘ Atopology s er ver  for  node as s ignment

                                                                                    ¯ Confi gur ati on

                                                                                                   ˘ Ever y node mus t have 2 par ents ,  but £ 10 chil dr en

                                                                                intr oduction    RBone    dis s emination    s ecur ity    meas u r emen t     conclus ions

30

Revere

Joi n Per for mance

¯ Joi n phas e

˘ T oken - contr olledr es our ce - locking mechanis m

˘ One - at - a - time j oin

˘ No contention becaus eof s er ialization

intr oduction    RBone    dis s emination    s ecur ity    meas u r emen t     conclus ions

31

Revere

                                                                          Joi n Per for mance

                                                                           Outbound join bandwidth per node (KB) Join latency per node (sec)

                                                                                intr oduction    RBone    dis s emination    s ecur ity    meas u r emen t     conclus ions

                                                                                    4

                                                                                    8

                                                                                 12

                                                                                 16

                                                                                 20

                                                                                 24

                                                                                 28

                                                                                        0 500 1000 1500 2000 2500 3000

                                                                                                    num be r  of total Re ve re  node s

                                                                                                                       y=4.863ln(x)-19.219

                                                                                                                       R 2 =0.953

0.0

0.5

1.0

1.5

2.0

0 500 1000 1500 2000 2500 3000

nu m be r  of  to tal Re ve r e  n od e s
y =0.339ln(x ) -1.128

R 2 =0.919

32

Revere

Di s s emi nati on S peed

¯ Meas ur edin dis s emination phas e

¯ Dis s emination L atency =

ker nel - cr os s ing latency +

pr oces s ing latency +

communication latency

¯ Meas ur edus ingdivide - and - conquer  method

˘ Meas ur e each s ubtas k in non - over loadedenvir onments

˘ Meas ur e hopcounts  in full s ys tem,  andthen s um

intr oduction    RBone    dis s emination    s ecur ity    meas u r emen t     conclus ions

                                          Revere -- Delivering Securit y Updates at

                                          Internet Scale

34

Revere

                                                                                                                    Di s s emi nati on S peed( contd́)

intr oduction    RBone    dis s emination    s ecur ity    meas u r emen t     conclus ions

Number of total Revere nodes

Average and maximum hop

count per node

Average and maximum latency

to reach a node (sec)
hops

a v e r a g e :  y  = 0 . 0 7 9 L n ( x )  -  0 . 3 6 2
ma x imu m:  y  =  0 . 2 7 9 L n ( x )  -  1 . 3 0 7

0 . 0

0 . 1

0 . 2

0 . 3

0 . 4

0 . 5

0 . 6

0 . 7

0 . 8

0 . 9

1 . 0

0 5 0 0 1 0 0 0 1 5 0 0 2 0 0 0 2 5 0 0 3 0 0 0

n u m b e r  o f  t o t al Re v e r e  n o d e s

R 2 =0 . 9 1 2

R 2 =0 . 9 2 7

0

2

4

6

8

                                                                                                                       1 0

                                                                                                                       1 2

0 5 0 0 1 0 0 0 1 5 0 0 2 0 0 0 2 5 0 0 3 0 0 0

n u m b e r  o f  t o t al Re v e r e  n o d e s
a v e r a g e :  y =0 . 7 7 1 L n x  -  1 .8 1 0

R 2 =0 . 8 5 2
ma x imu m:  y =1 .8 1 8 L n x - 3 . 9 0 2

R 2 =0 . 8 7 8

35

Revere

Di s s emi nati on S peed( contd́)

¯ As s uming the tr ends

continue at higher  s cale,

then in a100M - node

RBone:

¯ average hop counts: 12

¯ maximum hop counts: 30

¯ average lat ency: 1.10s

¯ lat ency t o r each 2/3: 1.34s

¯ lat ency t o r each 90%: 1.88s

¯ lat ency t o r each 99%: 2.25s

¯ lat ency t o r each all: 3.83s

intr oduction    RBone    dis s emination    s ecur ity    meas u r emen t     conclus ions

Number of total Revere nodes

The latency to reach a certain

percentage of nodes (sec)

0 . 0

0 . 2

0 . 4

0 . 6

0 . 8

1 . 0

0 5 0 0 1 0 0 0 1 5 0 0 2 0 0 0 2 5 0 0 3 0 0 0

n u m b e r  o f  t o t a l  Re v e r e  n o d e s
m a xi m u m :  y = 0 . 2 7 9 L n ( x ) - 1 . 3 0 7

( R 2 = 0 . 9 1 2 )

a v e r a g e :  y = 0 . 0 7 9 L n ( x ) - 0 . 3 6 2

( R 2 = 0 . 9 2 7 )

9 9 %

2 / 3

9 0 %

Trends:

[ 99% ] y=0.156ln( x) - 0.628   (R 2 =0.881)

[ 90% ] y=0.136ln( x) - 0.629   (R 2 =0.913)

[ 2/3 ] y=0.098ln( x) - 0.463   (R 2 =0.914)

36

Revere

                                                                                                                    Di s s emi nati on R es i l i ency

Time (sec)
(total nodes = 3000)

¯ Res i l i ency tes t phas e

˘ Ever y node as s ignedaunifor m pr obability of failur e

˘ Meas ur eda3000 - node RBone with maintenance dis abled

¯ Res ul ts :

˘ All r eachable with les s  than 2%  failur e pr obability

˘ S til l ver y r es ilient with higher  failur e pr obability

intr oduction    RBone    dis s emination    s ecur ity    meas u r emen t     conclus ions

Time (sec)
(total nodes = 3000)
p=0.08

255

2722

23
p=0.16

457

2365

178
p=0.32

716

1437

847
p=0.64

612

321

2067

37

Revere

S omeR el atedWor k

¯ RON ˘ r es ilient over lay networ k

˘ I ns er ts  an over lay networ k layer  between r outing and appli cation

˘ Allows  fas ter  r outing failur e r ecover y & application - s pecificr outing

¯ Other  over lay networ ks

˘ T r ee - s tr uctur ed dis s emination is  not r es ilient

˘ Nodes  ar e not always  connected at deliver y time

˘ S ecur ity handling is  not s ufficient

¯ Multi - path r outing

˘ A r outer - level implementation

¯ Pr imar il y for  load balancing or  conges tion contr ol

˘ Mus t handle s ecur ity is s ues  at r outer  level

¯ Replay pr evention, key dis tr ibution  . . .

˘ Deployment is  challenging

intr oduction    RBone    dis s emination    s ecur ity    meas ur ement con cl u s i on s

38

Revere

                                                                                                                    Wor k S ummar y of R ever ePr oj ect

¯ Des igned

˘ T he s tr uctur e, the dis s emination, the s ecur ity, the . . .

¯ I mplemented

˘ 45,010 lines  of Javacode in the pr ototype s ys tem

¯ Meas ur ed

˘ T he number  of nodes  var ies  fr om 250 to 3,000

¯ Demons tr ated

˘ DARPA S ite Vis it

˘ UCL A Annual Res ear ch Review

¯ Publis hedandpr es ented

˘ NS PẂ99, NI S S Ć99, T es tcoḿ02

˘ Als o s ubmitted to OS DI ´02

˘ Dis s er tation dr aft is  at your  hand

intr oduction    RBone    dis s emination    s ecur ity    meas ur ement con cl u s i on s

39

Revere

C
oncl us i ons

¯ N eces s ar y w or k :  S i nceattacker s  al r eady

di s tr i butemal i ci ous  functi ons  r api dl y,  an even

fas ter  noti fi cati on s ys tem i s  r equi r ed.

¯ E n cou r agi n g r es u l t s :  I t i s  feas i bl eto

di s s emi nates ecur i ty updates  to much of

todaýs  connectedI nter net qui ckl y,  s ecur el y,

andwi th hi gh as s ur ance.

¯ B r oad appl i cabi l i t y :  Rever ei s  not l i mi tedto

onl y s ecur i ty updates .

intr oduction    RBone    dis s emination    s ecur ity    meas ur ement con cl u s i on s