Midterm Examination

CS 236,  Computer Security

Sample Midterm

This is a sample midterm provided to students of CS 236, Spring 2008.  The questions here will not appear on the real midterm, but are similar in style to those that you will see on that test.  Also, there is no guarantee that the kinds of subjects covered in this sample test will be a perfect match for those in the real midterm.   Any material covered in lectures or readings through this week might be used on your real test.

This midterm is to take two hours.  Answer all questions.  All questions are equally weighted.  The test is open book/open notes, but you may not consult anyone else.

1. A company has a large number of analysts who must look at information for many different clients.  Some clients are competitors, and demand security requirements that fit the Chinese Wall model.  But the operating system the company runs does not inherently support the Chinese Wall model.  It does, however, provide standard role-based access control (RBAC) mechanisms.  A system administrator suggests using RBAC to achieve the effect of the Chinese Wall mechanism.  Will this work?  If so, describe how RBAC can be used this way.  If not, explain why it cannot.  Provide an example to illustrate your conclusion using competitor companies A and B, company C which does not compete with A and B, and analyst Alice who wishes to access information from A, C, and B, in that order..

2. In a typical Linux system, when a process requests access to a file, the process’ owning user is checked against the file’s access permission bits to see if the requested mode of access is permitted.  If the access is allowed by the permission bits, the process is given a file descriptor structure called an inode that allows further access in the checked mode to the file.  Access control is not checked again unless the user closes and reopens the file, since the inode remains available and usable until the process ends of the file is closed.  Thus, Linux does not provide complete mediation of file access.  In particular, if access permissions on a file change while a process has a file open, the process will be allowed to continue working with a file its user no longer has the right to access.

Describe two different ways Linux could be changed to achieve complete mediation of all reads and writes to all files.  Compare the characteristics, advantages, and disadvantages of each.

3. A spy for the mythical nation of Fredonia will be traveling to the equally mythical hated enemy nation of Sylvania, posing as a tourist from the neutral nation of Ruritania. He needs to communicate securely with his agency in his home country, but all communications from Sylvania to Fredonia are closely monitored by the SIA (Sylvanian Intelligence Agency).  The spy proposes to use a one-time pad-like technique.  He will obtain a key for the day by running SHA-1 on the information representing each kilobyte of the most popular video on YouTube every day at noon.  His agency will do the same, allowing them to obtain the same key.  The agent will steganographically encode his secret message in the low order bits of the digital version of a tourist photo he has recently taken in Sylvania.  He will post the altered photo on Snapfish.com, a web site that allows free posting of still images, in a previously agreed-upon place on that site.  Neither YouTube nor Snapfish are run from either nation, neither company gives a damn about the secrets of Sylvania or Fredonia, and both systems are widely used by the citizens of Sylvania.

The FIA (Fredonian Intelligence Agency) raises several objections to this procedure, outlined below.  For each, discuss whether it is a valid objection.

A. YouTube video is a bad source for deriving key material.

B. SHA-1 has been broken.

C. The SIA will be able to easily identify and read the secrets stored steganographically in the Snapfish images.

