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More On Cryptography « Permutation ciphers
CS 239 « Stream and block ciphers
Computer Security « Uses of cryptography

February 7, 2007
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/ Characteristics of Permutation \

| Permutation Ciphers |

Ciphers
* Instead of substituting different » Doesn't change the charactersin the
characters, scramble up the existing message
characters

—Just where they occur

¢ Thus, character frequency analysis
doesn't help cryptanalyst

* Use algorithm based on the key to
control how they’re scrambled

* Decryption uses key to unscramble
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/ \ / Example of Columnar \

Columnar Transpositions e
» Substitution
 Write the message charactersin a How did this transformation happen?
series of columns T 1 ans T e 0 y n ¢
. e f $ 1 © rr g o
» Copy from top to bottom of first 0 t o m a t s s u
column, then second, etc. y s a v i n$ o a n
m g s a c s [ v a t
€ 0 U n t f 0 mi c
Looksalot more cryptic written thisway:

\ \T edyncrr goatssun$oansl vatfOmic
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/ Attacking Columnar \
Transformations
* The trick is figuring out how many
columns were used

» Use information about digrams,
trigrams, and other patterns

 Digrams are letters that frequently
occur together (“re’, “th”, “en”, e.g.)

* For each possibility, check digram
\ frequency
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For Examﬁpl e

456 123456123456123

Twwmic

$100

In our case, the presence of dollar signs

and numerals in the text is suspicious
Maybe they belong together?

Umm, maybe thereé s 6 columns?
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» Do it twice

 Using different numbers of columns
each time

* Find pairs of letters that probably
appeared together in the plaintext

* Figure out what transformations would
put them in their positionsin the

\ ciphertext
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Double Transpositions
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» Any algorithm can be used to scramble
the text

 Usually somehow controlled by akey

» Generality of possible transpositions
makes cryptanalysis harder

Generalized Transpositions
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/ Which |s Better, Transposition or \
Substitution?

» Well, neither, redly
* Strong modern cipherstend to use both
* Transposition scramblestext patterns

* Substitution hides underlying text
characterg/bits

» Combining them can achieve both effects
—If youdoitright...
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« Stream ciphers convert one symbol of
plaintext immediately into one symbol
of ciphertext

« Block ciphers work on a given sized
chunk of data at atime

| Stream and Block Ciphers |

.
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Stream Ciphers
Key
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Disadvantages of Stream Ciphers

— Low diffusion
» Each symbol separately encrypted

« Each ciphertext symbol only contains
information about one plaintext symbol

— Susceptible to insertions and modifications
— Not good match for many common uses of
cryptography
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+ Diffusion

» Easier to make a set of encrypted
charactersdepend on each other

+ Immunity to insertions
 Encrypted text arrivesin known lengths

Advantages of Block Ciphers

cyphers
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Most common Internet crypto done with block
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Advantages of Stream Ciphers

+ Speed of encryption and decryption
» Each symbol encrypted as soon as
it' s available
+ Low error propagation

* Errors affect only the symbol where
the error occurred
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Disadvantages of Block Ciphers

— Slower
» Need to wait for block of data before
encryption/decryption starts
— Worse error propagation
« Errors affect entire blocks
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| Desirable Characteristics of Ciphers|

* Well matched to requirements of
application
—Amount of secrecy required should
match labor to achieve it
* Freedom from complexity

—The more complex agorithms or key
\ choices are, the worse
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¢ Simplicity of implementation
—Seemingly more important for hand
ciphering
—But relates to probability of errorsin
computer implementations
« Errors should not propagate

More Characteristics
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» Ciphertext size should be same as
plaintext size

» Encryption should maximize confusion
—Relation between plaintext and
ciphertext should be complex
« Encryption should maximize diffusion

—Plaintext information should be
\ distributed throughout ciphertext
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» What can we use cryptography for?
« Lotsof things

—Secrecy

—Authentication

—Prevention of dteration

[ Uses of Cryptography |
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Cryptography and Secrecy

* Pretty obvious

* Only those knowing the proper keys
can decrypt the message
—Thus preserving secrecy

» Used cleverly, it can provide other
forms of secrecy
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Cryptography and Authentication

« How can| provetoyouthat | created a
piece of data?

« What if | give you the datain encrypted
form?

—Using akey only you and | know
» Thenonly youor | could have created it
—Unlessoneof ustold someone elsethe
key ...
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/ Some Limitations on

* If both parties cooperative, cryptography
can authenticate
— Problems with non-repudiation, though
» What if three partieswant to share akey?
—No longer certain who created anything
—Public key cryptography can solvethis
problem

secrecy?

Cryptography and Authentication

» What if | want to prove authenticity without

~
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/ Cryptography and Non- \
Alterability
« Changing one bit of an encrypted message
completely garblesit
—For many forms of cryptography

« If achecksumis part of encrypted data,
that’sdetectable

« |f youdon't need secrecy, can get the same
effect

— By encrypting only the checksum
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/ Cryptography and Zero-
Knowledge Proofs
» With really clever use, cryptography
can be used to prove | know a secret
—Without telling you the secret
» Seems like magic, but it can work
* Basically, using multiple levels of
cryptography in very clever ways
.

~
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/ Symmetric and Asymmetric \
Cryptosystems

» Symmetric - the encrypter and
decrypter share a secret key

—Used for both encrypting and
decrypting

* Asymmetric — encrypter has different
key than decrypter
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/ Description of Symmetric
Systems

« C=E(K,P)

« P=D(K,C)

» E() and D() are not necessarily the
same operations

.

~
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/ Advantages of Symmetric Key \
Systems

+ Encryption and authentication performed in
asingle operation

+ Well-known (and trusted) ones perform
faster than asymmetric key systems

+ Doesn’t require any centralized authority
 Though key servershelp alot
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/ Disadvantage of Symmetric Key\
Systems
— Encryption and authentication
performed in a single operation
» Makes signature more difficult
— Non-repudiation hard without servers
— Key distribution can be a problem
— Scaling
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/ Scaling Problems of Symmetric\
Cryptography
Ks (1) Q @ © ®
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Sample Symmetric Key Ciphers

e The Data Encryption Standard
» The Advanced Encryption Standard
* There are many others
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"The Data Encryption Standard!

Probably the best known symmetric

key cryptosystem

 Developed in 1977

Still much used

—Which implies breaking it isn't
trivial

 But showing its age
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History of DES

 Developed in response to Nationa Bureau
of Standards studies

» Developed by IBM

» Anayzed, atered, and approved by the
National Security Agency

» Adopted asafedera standard

» One of the most widely used encryption
agorithms
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Overview of DES Algorithm

« A block encryption agorithm
— 64 hit blocks
 Usessubstitution and permutation
— Repested applications
* 16 cyclesworth
* 64 bit key

—Only 56 bitsreally used, though
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More On DES Algorithm

¢ Uses substitutions to provide confusion
— To hidethe set of characters sent
» Usestranspositions to provide diffusion

— To spread the effects of one plaintext bit into
other bits

¢ Usesonly standard arithmetic and logic functions
and table lookup

 Performs 16 rounds of substitutions and
permutations

— Involving the key in each round
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Decrypting DES

» For DES, D() isthe same as E()

* You decrypt with exactly the same
algorithm

« If you feed ciphertext and the same key
into DES, the original plaintext pops
out

CS236, Winter 2007
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Is DES Secure?

o Apparently, reasonably

» NSA alterations believed to have increased
security againgt differential cryptanalysis

» Some keys are known to be weak with DES
— S0 good implementations reject them

» Todate, only bruteforce attacks have
publicly cracked DES
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Key Length and DES

» Easiest bruteforceattack istotry all keys
— Looking for ameaningful output
« Cost of attack proportional to number of possible
keys
¢ |s 2% enough keys?
* Not if you serioudy care
— Cracked via brute force in 1998
— Took lots of computers and time

— But computers keep getting faster . . .
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Does This Mean DES is Unsafe?

 Depends on what you use it for
 Takes lots of compute power to crack

* On the other hand, computers will
continue to get faster

» And motivated opponents can harness
vast resources

* Increasingly being replaced by AES

Lecture5
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Standard j

A relatively new cryptographic agorithm
« Intended to be the replacement for DES
e Chosenby NIST
—Through an open competition
¢ Chosen cipher was originaly called
Rijndael
— Developed by Dutch researchers

~

—Uses combination of permutation and
\ substitution
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/~ {The Advanced Encryption | "\
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Increased Popularity of AES

¢ Gradually replacing DES

— Aswas intended

Various RFCs describe using AESin IPSEC
FreeSWAN IPSEC (for Linux) includes AES
Some commercial VPNs use AES

Various Windows AES products available

— Used for at least some purposesin Vista

.
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[Public Key Encryption Systems ’

¢ The encrypter and decrypter have
different keys

C = E(K.,P)

P = D(K,,C)

« Often, works the other way, too
C:? E(Kp,P)

P2 D(Kg,C?)
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/~ History of PublicKey

Cryptography
« Invented by Diffie and Hellman in 1976

» Merkle and Hellman devel oped K napsack
algorithmin 1978

* Rivest-Shamir-Adelmandeveloped RSA in
1978
—Most popular public key algorithm

» Many public key cryptography advances
secretly devel oped by Britishand US

government cryptographers earlier
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/ Practical Use of Public Key \

Cryptography
» Keys are created in pairs
* One key is kept secret by the owner
« The other is made public to the world

« If you want to send an encrypted
message to someone, encrypt with his
public key

—Only he has private key to decrypt
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Authentication With Shared Keys

« If only two people know the key, and |
didn’t create a properly encrypted

message -
—The other guy must have

e But what if he claims he didn’t?

* Or what if there are more than two?

 Requires authentication servers
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Authentication With Public Keys

« If | want to “sign” amessage, encrypt
it with my private key

¢ Only | know private key, so no one
else could create that message

» Everyone knows my public key, so
everyone can check my claim directly
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Key Management |ssues

¢ To communicate via shared key
cryptography, key must be distributed
—Intrusted fashion

« To communicate via public key
cryptography, need to find out each
other’s public key
—“Simply publish public keys”
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Issues of Key Publication

* Security of public key cryptography
depends on using the right public key

« If | am fooled into using the wrong one, that
key’s owner reads my message

» Need high assurance that agiven key
belongsto aparticular person

» Which requires akey distribution
infrastructure
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RSA Algorithm

* Most popular public key cryptographic
algorithm

e Inwide use

» Has withstood much cryptanaysis

 Based on hard problem of factoring
large numbers
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RSA Keys

» Keys are functions of a pair of 100-200
digit prime numbers

« Relationship between public and
private key is complex

 Recovering plaintext without private
key (even knowing public key) is
supposedly equivalent to factoring
product of the prime numbers
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Comparison of DES and RSA

» DESismuch more complex
» However, DES usesonly simple arithmetic,
logic, and table lookup
* RSA usesexponentiation to large powers
— Computationaly 1000 times more
expensive in hardware, 100 timesin
software

» Key selection also more expensive
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Security of RSA

* Conjectured that security depends on
factoring large numbers

—But never proven

—Some variants proven equivalent to
factoring problem

* Probably the conjecture is correct
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Attacks on Factoring RSA Keys

* 1n 2005, a 640 bit RSA key was
successtully factored

—Took 30 CPU years of 2.2 GHz machines
—5 months calendar time

* Research on integer factorization suggests
keys up to 2048 bits may beinsecure

» Sizewill keep increasing
« Thelonger the key, the more expensivethe
encryption and decryption
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fCombi ned Use of Symmetric and\
Asymmetric Cryptography
» Very commonto usebothinasingle
session
» Asymmetric cryptography essentially used
to “bootstrag’ symmetric crypto

» Use RSA (or another PK agorithm) to
authenticate and establish a sessionkey

» Use DES/Triple DESYAES using session
key for therest of thetransmission
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* Another meansof hiding datain plain sight
* Ingeneral terms, refersto embedding data
into someother data
¢ Inmodern use, usudly hiding datain an
image
— People havetalked about using sound and
other kinds of data
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Transfer
$100 to ny
savi ngs
account

Run these through
out guess
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Voila

The one on the right has the message hidden in it
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How It Works

 Encode the message in the low order
bits of the image

» Differences in these bits aren’t human-
vishle
 Other more sophisticated methods aso

work
N
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Detecting Steganography

» Anayzeimage datato look for unlikely
patterns
—Typicdly looking in*the likely places”

» Steganographers obvioudly try to hide these
patterns

—Making bitslook like plausible visual
data
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Foiling Steganography

What if you don’t care about the message?
Y oujust don’t want the messageto be
passed?
Can try to“washout” the steganography
Do your own dteration of theimage
—Again, trying to preserve visua
properties
» Again, steganographers try to make their
\ techniquesrobust against this

CS236, Winter 2007

Lecture5
Page3

-

What' s Steganography Good For?

* Not much, asfar aswe can tell

 Used by some printer manufacturersto
prove stuff came from them

¢ Storiesof useby Al-Qaeda
—No evidence of truth of stories

» Not alot of evidenceit’s used for anything
Serious

» What kinds of things do you think it would
be useful for?

LectureS
Page64

CS236, Winter 2007

11



